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 Abstract—The rise in crime rates has significantly proven the 

need for security in houses. Although various types of 

surveillance systems are already being used, most make use of 

single modes of detection which are insufficient to identify 

intrusions. This paper presents an affordable IoT based home 

security system that combines different ways to detect intruders. 

It has been implemented using a Raspberry Pi 4 device, an IP 

camera, a microphone, and sound and motion sensors. When 

people enter a monitored area, they are detected either through 

their movement, voice, or while knocking on the door. The 

number of individuals present is counted, followed by face 

recognition. The system can also recognise masked faces. The 

system uses a servo motor as a physical door lock, which is 

unlocked for authorized users. A speaker identification module 

is responsible for authenticating the voice of a person via the 

camera whenever the latter is heard but not seen.  When a 

potential intrusion is detected, the footage is uploaded to the 

cloud and event details are transmitted to a cloud database. 

Owners are also immediately notified through messages and 

can access all the intrusion details on a web application. 

 
Index Terms—Security, object detection, face recognition, 

masked face recognition, speaker identification, smart lock, 

immediate notifications 

 

I. INTRODUCTION 

Security is one of the most important issues when it comes 

to the safety of one’s family, properties, and valuable 

belongings. In the early days, people relied on the presence of 

watchmen and security guards to monitor their places and 

watch out for burglars. However, due to the evolution of 

technology, devices such as cameras and alarm systems can 

now be used, and thus the task of surveillance has become 

easier as it can now also be done remotely.  

We are witnessing a significant increase in the use of such 

systems, due to the rise in crime rates [1]. In Mauritius, the 

overall offense rate (excluding road contraventions) per 1000 

population has increased from 35.6 in 2019 to 43.8 in 2020. A 

total of 2818 burglary cases were recorded between 2019 and 

2020 [2]. On a global basis, a burglary can occur about every 

18 s, which amounts to 4800 cases daily [3]. Hence, with 

such alarming statistics, it can be inferred that home security 

is becoming a crucial requirement for homeowners.  

Homes with security systems are 300 times less likely to 

get broken into than the ones without a security device [4]. 

The effectiveness of these systems is always in doubt, 

however, due to the number of crimes still occurring. In many 

burglar alarm systems, false alerts are often caused due to 

small movements by pets, changes in lighting, or even by 

strong winds [5]. This often results in false alarms being sent 

to security services. Thus, the trust in home security systems 
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could be increased if the accuracy for the real-time detection 

of unauthorized individuals could be improved. 

Another challenge faced by people is to continuously 

monitor areas to identify intruders through surveillance 

systems. Closed Circuit Television (CCTV) is one of the 

most used surveillance systems around the world. Currently, 

there are 770 million operational CCTV cameras worldwide, 

while 54% of them are situated in China [6]. Having the 

functionality of recording movements, such systems have 

contributed to the identification of many criminals. Many 

high-profile cases were aided by CCTV systems, including 

the Charlie Hebdo attack in 2015, where the suspects were 

caught on recorded footage [7].  

However, in a home security system, camera surveillance 

would be more efficient if it could detect intruders 

automatically, rather than through passive monitoring. Even 

though smart security cameras are used in some places, most 

are based solely on motion detection [8]. Additionally, in 

many cases, there have been large gaps between the time of 

occurrence of a burglary and the time at which it was reported 

to the owners or authorities. This usually occurs when 

buildings are monitored remotely. Hence, a mechanism is 

required for automatic and immediate reporting of events. 

According to a survey based in the US, 30.1% of 

homeowners use a security system without video, while 

43.9% rely solely on security cameras [9]. Hence, only 26% 

of them used combinations of different home security devices. 

By combining various security devices together, the 

effectiveness and the degree of security in the house increases, 

and it also provides several ways to detect intruders or 

strangers. Incorporating noise detection using a microphone 

may alert the owner when intruders break-in. Moreover, 

additional sensors may aid the system to detect movements. 

Thus, it is important to make use of a multi-faceted security 

system rather than relying on a single security device.  

The main objective of this work is to develop a home 

security system that automatically detects potential intruders 

using several devices and methods. This paper proceeds as 

follows. Section II provides an overview of related works on 

home security systems. The design and methods used for 

implementation are described in Section III. The results and 

their evaluation are discussed in Section IV. Finally, Section 

V concludes the paper. 

 

II. RELATED WORKS 

This section shows similar systems produced in the past 

along with the different devices and technologies used. 

Tanwar et al. [10] developed a system which implements a 

real time email alert mechanism. It uses Passive Infrared (PIR) 

sensors and cameras connected to the USB ports and General 

Purpose Input/Output (GPIO) pins of a Raspberry Pi device. 

The system detects motion by comparing the input signals of 

the PIR sensor to its previous values. If they differ, it means 
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that motion is detected. The camera then captures an image 

and stores it locally.  The image is attached to an email and 

sent to the homeowner. This system is cost effective, but it 

can cause false alerts since it cannot differentiate between 

authorized and unauthorized individuals.  

A home security system based on wireless data 

transmission was designed by Sahoo and Pati [11]. It is made 

of two circuits, namely a sensor and a central circuit. The 

sensor circuit forms a wireless sensor network by associating 

PIR sensors with Zigbee transceivers and Arduino nano 

processors. The central circuit is made of an Arduino Mega 

board, a Zigbee transceiver, a Wi-Fi module, and a GSM 

module. Every time motion is detected, the transceiver of the 

sensor circuit sends a signal to the transceiver of the central 

circuit which notifies the homeowner through his/her cell 

phone via text messages. Additionally, an IP camera is 

connected to the Wi-Fi module which records the event upon 

intrusion detection and uploads the footage to a cloud server, 

using ThingSpeak software. Thus, a user can access the 

images and videos anytime by logging into his/her account.  

In many systems, computer vision has been used to 

increase the accuracy of intruder detection, as it aids to 

identify unauthorized individuals in monitored areas. Amato 

et al. [12] proposed a system which exploits facial 

recognition using deep learning to determine whether the 

detected persons’ faces match a set of authorized faces from a 

database. The prototype is composed of a wireless camera 

associated with a Raspberry Pi 3 model B microcontroller. 

The camera captures a frame every 2.9 seconds, while the 

system continuously performs face detection using the Single 

Shot Detector RestNet-10 model [13]. For each detected face, 

deep features are extracted using the OpenCV DNN module. 

The distance between the queried face deep feature and all 

the deep features in the training is calculated to perform the 

k-Nearest Neighbour (kNN) classification. If the value 

returned by the classifier is below a given threshold, an email 

notification is sent to the owner which indicates a potential 

intrusion. The disadvantage of this system is that it requires 

high processing power and is also quite slow.  

See and Lee [14] developed a camera surveillance system 

which consists of two separate mechanisms namely, a face 

recognition module, and a motion detection module. The face 

recognition is always performed actively on captured frames 

and, in case of any failure or malfunction, the motion 

detection module is activated. On the other hand, Pudaruth et 

al. [15] developed a system having both features working 

together. To achieve this, an Infrared (IR) camera is used in 

the system. Whenever the motion level exceeds a threshold of 

15%, the face detection module is triggered. The motion level 

is simply determined by the difference between the current 

and previous frame. If the frame contains a person, the face 

recognition module is activated. The Eigen face recognition 

algorithm is used which compares the captured face to the 

images stored in the database. If a face is not matched, the 

homeowner is informed via an email attached with the 

captured image. 

Another vision-based security system was implemented by 

Khodadin and Pudaruth [16] which uses an IP camera for 

intruder detection. Video frames are continuously generated 

and processed by several modules. Firstly, the YOLO 

algorithm is used for object detection. If a person is detected, 

the system triggers a person counting module. At the same 

time, a facial recognition module is performed first by using 

the Dlib toolkit to extract facial landmarks. It then uses the 

Histogram of Oriented Gradients (HoG) as its feature 

descriptor. The person’s facial features are then compared to 

the stored ones. If an unknown person is detected, motion 

detection and object displacement modules are triggered. The 

object displacement mechanism allows the homeowner to 

know which objects might have been stolen or displaced. The 

event is recorded and stored on a cloud server, which the user 

can access remotely. Text messages, voice calls, email and 

WhatsApp messages are sent to the homeowner, attached 

with appropriate information.  

Face recognition mechanisms have also been included in 

door security systems. Paul et al. [17] proposed a smart home 

security prototype which connects a door lock to a Raspberry 

Pi 3 device, along with a Pi camera. The camera continuously 

reads frames and performs face detection using the Haar 

cascade classifier. When a person appears in front of the door, 

his/her face is detected, and a face recognition module is 

triggered. The system uses a combination of neural networks 

and the Local Binary Patterns Histogram (LBPH) model to 

have a good accuracy level. The neural network is trained for 

several authorized persons. If a person is recognised, the 

Raspberry Pi signals the door to be unlocked. The person is 

then allowed to enter the house. If a stranger is detected, the 

homeowner is notified accordingly via his/her mobile phone. 

Moreover, the face recognition model can authenticate faces 

from different angles and emotions, and masked faces also. 

The LBPH algorithm requires low computing power and is 

thus suitable for Raspberry Pi microcontrollers. 

Shahid et al. [18] developed an intelligent home security 

system which makes decisions based on data from sensors. 

The prototype includes an ultrasonic sensor, a PIR sensor, 

and a sound sensor, connected to a NodeMCU. An Arduino 

Uno is also added to the input module to provide an interface 

to an ArduCAM camera. Every second, sensor data, 

including human presence, sound levels and change in object 

distance are uploaded to a real time cloud server. Meanwhile, 

the server processing module, which is a separate Raspberry 

Pi, fetches the data from the database and uses logistic 

regression to predict whether an intruder is detected or not. 

The system presents a 97.5% accuracy for detecting intruders. 

It was trained using a large dataset of raw sensor values 

recorded when people were detected. Hence, if human 

presence is detected, a flag value is set. Following this update 

event, the Arduino MCU signals the camera to record a video, 

and face recognition is performed using a Support Vector 

Machine (SVM) classifier. In case the detected face is not 

identified, an email or SMS alert is sent to the owner.  

Park et al. [19] designed a hybrid sensor-based 

surveillance system that combines an image and sound field 

sensors to detect intrusion within an indoor environment. The 

sound field sensor technology generally consists of a sound 

generator, a microphone, a speaker, and a signal 

processor [19, 20]. A multi-tone sinusoidal sound is firstly 

generated, and then the microphone measures this sound. At 

the same time, real sound in the surrounding environment is 

also recorded. To detect an intrusion, a Signal-to-Noise Ratio 

(SNR) algorithm is applied, where the signal represents the 

difference between the multi-tone sound and the real sound 
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pressure level, and the noise represents the maximum 

deviation during the multiple measurements of the generated 

sound pressure level. If the SNR is higher than a specified 

threshold, the system turns on a light, as well as the camera, 

so that the object can be tracked. The correlation, filter-based 

Minimum Output Sum of Squared Error (MOSSE) is used for 

the tracking purpose. Once the person has been detected, the 

system triggers an alarm. The problem with this system is the 

high cost of the sound field sensors. Also, if it detects high 

pitch noises, such as wind or birds chirping, it might create 

false alerts and thus cause the camera to operate 

unnecessarily. Moreover, a frequency-based system was also 

designed by Goncalves [21], whereby intrusion was detected 

if a generated wave was obstructed by a person. The system 

uses multiple millimetre wave (mmWave) radars to achieve 

this functionality. However, this mechanism is only suitable 

for highly restricted areas, as it is very sensitive to 

movements. 

Home security systems have evolved from those requiring 

manual intervention to automated ones. Traditional systems 

were mostly based on CCTV cameras with local storage. 

Newer systems have emerged which combine cameras and 

sensors, as well as different storage options, such as cloud 

servers. By introducing computer vision techniques, 

surveillance systems have become more sophisticated in 

terms of avoiding false alarms and recognizing authorized 

users. Furthermore, the combination of these intelligent 

camera systems, along with microcontrollers and sensors is 

usually more efficient in terms of power consumption and 

security. Some prototypes are also associated with 

microphones to exploit noise levels in the monitored area to 

detect movement or strangers. However, we have seen that 

there are a limited number of systems which combine 

different sensors and entities together intelligently to produce 

the best solution. Thus, this work presents a system which 

detects potential intruders through their movement, voices, or 

by facial authentication. 

 

III. METHODOLOGY 

This section describes the design and architecture of the 

system to be implemented. Fig. 1 shows the flow of execution 

of the home security system, from the moment of monitoring 

until the delivery of notifications. 

The system runs on a Raspberry Pi 4 device, whereby 

motion, noise and voice detection are performed 

continuously. When a user is detected through any of these 

methods, an image is captured and processed to identify the 

person as well as recognize his/her face to prevent any false 

alerts.  The system also caters for a masked face recognition 

process in case the person is wearing a mask. The system also 

caters for situations where a voice is detected but the person 

is not present in the range of the camera. In this case, a 

speaker verification module is triggered to authenticate the 

voice. Whenever an intrusion occurs, the footage is sent to 

the cloud and the owner is informed immediately. All the 

event details are accessible on a web application as well. The 

cost of setting up this system is about 200 USD which 

includes the cost of running the web services on the cloud. 

 
Fig. 1. Methodology of the home security system. 

 

A. Motion Detection 

To detect movement in the monitored area, Passive 

Infrared (PIR) sensors are used. This sensor detects infrared 

radiation from objects within its area using a pyroelectric 

sensor. Since the Raspberry Pi device is purely digital, a 

series of 0s and 1s are read, where the 1s indicate movement 

and 0s indicate no movement.  

B. Obstacle Detection 

 
Fig. 2. New distance recorded in the presence of a person. 

 

An ultrasonic sensor is used to detect obstacles in the 

monitored area. It is an electronic device that emits sound 
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waves using piezoelectric crystals and absorbs the reflected 

ones on its receiver. Using the time taken and speed of 

ultrasound, the distance to the closest obstacle can be 

measured. It has a range of 3 meters. The ultrasonic sensor 

must be calibrated in an empty room in the beginning, and 

Fig. 2 shows how the distance value changes when a person 

appears in front of the sensor. 

C. Knock Detection 

A piezoelectric sound sensor has also been used in this 

system. It is placed on the door surface to detect vibrations. 

When someone knocks on the door, the sensor detects it. It 

operates similarly to the PIR sensors, as it outputs a series of 

0s and 1s whereby the 1s represent vibrations. It has been 

calibrated to detect surface noises only. 

D. Voice Detection 

By only detecting noises, it is not enough to determine 

whether humans are passing by the monitored area or not. 

Hence, to make the noise detection more accurate, the system 

should be able to differentiate between speech and 

non-speech sound. An alert is thrown only if a speech sound 

is detected. For this feature, the pretrained Voice Activity 

Detection (VAD) module of the SpeechBrain library has 

been used [22]. Fig. 3 shows the flow of execution of the 

model when an audio file is passed to it. 

 

 
Fig. 3. Voice activity detection process. 

 

E. Person Detection 

The system first checks whether a person is present in the 

surroundings as the MobileNet SSD model is already trained 

to detect several objects including people [23]. Fig. 4 shows 

the Single Shot Detection (SSD) process which is applied to 

the captured frame. For each detected person, a count is 

incremented. 
 

 
Fig. 4. Object Detection process. 

 

F. Face Recognition 

To prevent false alerts, the system should be able to 

differentiate between the homeowners and intruders. Thus, a 

face recognition module has been implemented. Generally, it 

consists of two parts, one of which also caters for masked 

faces. Fig. 5 shows how the processes are carried out. 
 

 
Fig. 5. Face recognition system. 

 

When full faces are detected, the face recognition API uses 

Euclidean distance to compare the detected face to the stored 

ones. Using the cosine distance, it determines the degree of 

similarity between them. Moreover, the dataset also contains 

a set of masked faces, so that the users can be recognized 

while wearing their face masks. Since they cannot be 

detected using the face recognition API, the OpenFace toolkit 

is used in combination with the SVM classifier to formulate a 

supervised learning solution.  

The OpenFace toolkit was used to extract the upper face 

features of the dataset [24]. SVM was adapted to masked face 

recognition by formulating the binary classifier using the 

extracted features against the names of the individuals. The 

Scikit-Learn Python library was fed with folders of known 

users’ images, labelled with their names, while the folder of 

unknown users was filled with 100 random faces. In this way, 

the model was trained to follow a specific pattern for 

everyone, whereas there was no fixed pattern for the 

unknown ones. Therefore, whenever a masked face does not 

match a known person’s class, it automatically falls in the 

category of unknown individuals. 

G. Door Unlocking 

Whenever a person is verified as an authorized user, a 

servo motor rotates 90 degrees, indicating that the door is 

unlocked.  

H. Speaker Verification 

If people are not detected by the camera after the 

microphone detects voices, the audio is passed through a 
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pretrained Time Delay Neural Network (TDNN) model 

provided by the SpeechBrain library to verify if the speaker is 

unknown to the system [22]. It basically calculates the cosine 

similarity between the stored audios and the new audio. 

I. Cloud Storage 

When an intrusion is detected, the captured image, a short 

video and a recorded audio are uploaded to the cloud. The 

Dropbox API is used for this purpose. In addition, the details 

are stored in the MongoDB cloud database. 

J. User Notifications 

Users are immediately notified through SMS, email, and 

WhatsApp messages. The use of multi channels for 

notifications makes sure that the user sees at least one of them, 

regardless of where he/she is. 

 

IV. RESULTS AND EVALUATION 

This section aims to discuss the implementation and 

testing of the home security system. Firstly, the different 

components of the systems, hardware and software 

requirements and additional tools are described. Then, the 

components are tested and evaluated to validate their 

functionalities. The system was implemented using the 

hardware specified in Table I. 

 
TABLE I. HARDWARE SPECIFICATIONS 

Device  Raspberry Pi 4 Model B+ 

RAM  2GB 

Storage Capacity 8GB  

Camera 
Full HD 1080p, Infrared IP camera (2.4 GHz 

Wi-Fi based) 

Sensors 

2  PIR sensors (7-Metres range) 

1  Sound sensor used with least sensitivity (30 

cm range) 

1  ultrasonic sensor (3-Metres range) 

Additional tools 
1  Passive buzzer (2 V), LED bulb, OLED 

Screen, Servo Motor 

Sound Recorder 
USB Microphone (4 metres range and 

192kHz/16BIT resolution) 

 

 
Fig. 6. System architecture. 

 

After combining and assembling all the devices, a 

well-functioning system was obtained as shown in Fig. 6. 

All the components of the system have been tested in 

different scenarios. For the motion and obstacle detection 

module, four different people were asked to walk in front of 

the sensors from various directions. As shown in Table II, all 

of them were detected either by movement, or as obstacles. 

 
TABLE II. MOTION AND OBSTACLE DETECTION TESTING 

Walking Direction Motion/Obstacle Detection 

 Person 1 Person 2 Person 3 Person 4 

Towards Sensor True True True True 

Away from sensor True True True True 

Left to right True True True True 

Right to left True True True True 

 

The noise detection system was tested with various types 

of sounds including those containing human speech and door 

knocking noises. The Voice Activity Detection (VAD) model 

performed well as it could identify human voices easily and 

was able to discard other types of noises. The sound sensor 

was also activated whenever the door was being knocked. 

Table III shows the results of the tests carried out. 

 
TABLE III. SPEECH DETECTION TESTING 

Sound Speech Detected Door Knock Detected 

Talking True False 

Singing True False 

Shouting True False 

Dogs barking False False 

Cats meowing False False 

Birds chirping False False 

Background noise False False 

Door Knocking False True 

 

The camera was set to deliver 20 frames per second (fps). 

Since the camera operates wirelessly, there is a small delay in 

receiving the frames. Hence, some frames are skipped in the 

image queue to obtain the most recent one. The person 

detection model was tested by different users and in different 

light conditions as well. As shown in Fig. 7, the model works 

well even in dark places. It has been seen that the maximum 

distance for detection is 3 m to 4 m away from the camera. 

 

 
Fig. 7. Person detection. 

 

The face recognition system was tested with images of the 

authorized users as well as with unknown ones, under 

different lighting conditions. Since this system requires 

heavy resources to work, the processing was done on a local 

server. The Raspberry Pi device sends images wirelessly to 

the server, which, in turn, applies the models and returns the 

result. It performed well as it could properly recognize the 

homeowners. In addition, the intruders were detected since 

their faces were unknown to the system. Masked faces were 

also correctly recognised by the system as shown in Fig. 8. 
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However, the system fails to recognize the authorized user if 

he/she is too far from the camera, or his/her face is not facing 

the camera directly. The maximum distance for faces to be 

detected by the model is 1 m to 2 m away from the camera. 

 

 
Fig. 8. Face recognition with mask. 

 
TABLE IV: FACE RECOGNITION TESTING 

Model 

Masked/ 

Unmasked 

faces 

Description 

of Person 
Final Output  

Accuracy 

(%) 

Python 

Face 

Recognition 

API 

Unmasked 

Known 

user 1 
Recognised 90.1 

Known 

user 2 
Recognised 88.3 

Known 

user 3 
Recognised 87.8 

Known 

user 4 
Recognised 89.2 

Unknown 

user 1 
Unrecognised 88 

Unknown 

user 2 
Unrecognised 85 

Unknown 

user 3 
Unrecognised 86.5 

Unknown 

user 4 
Unrecognised 85.6 

OpenFace + 

SVM 
Masked 

Known 

user 1 
Recognised 90.1 

Known 

user 2 
Recognised 83.3 

Known 

user 3 
Recognised 81.8 

Known 

user 4 
Recognised 83.2 

Unknown 

user 1 
Unrecognised 81 

Unknown 

user 2 
Unrecognised 83 

Unknown 

user 3 
Unrecognised 81.5 

Unknown 

user 4 
Unrecognised 82.6 

 

To test the accuracy of the face recognition module, four 

homeowners and four strangers walked in front of the system, 

at around 1m to 2 m from the camera. Table IV shows the 

results obtained. All the faces were detected, but the 

identification was not perfect in about 20% of cases. The 

speaker recognition system was tested with the voice of the 

owner as well as the unknown individuals, while all of them 

were away from the camera’s field of view. The system 

successfully identified the owner and did not recognise the 

unknown people. The system sometimes fails to recognise 

the owner a few times whenever he/she is far from the 

microphone or is talking in a low voice. The maximum 

distance for voices to be recognised correctly from the 

microphone is 2 m. When using the voice together with face 

recognition, the accuracy in identifying the owner jumps 

from 80% to about 90.1%. Thus, the system is much more 

effective in identifying an intruder. With this combination, 

there are less false alarms and confidence in the system will 

increase. 

Table V shows the cosine similarities of the detected 

voices against the stored voices of the system user. 

 
TABLE V: THE ARRANGEMENT OF CHANNELS 

Speaker 
Voice 

Recognised 

Average cosine similarity 

with stored voice audios 

System User True 0.2614 

Unknown 1 False −0.056 

Unknown 2 False −1.234 

Unknown 3 False 0.151 

 

 
Fig. 9. SMS. 

 

 
Fig. 10. Email. 

 

 
Fig. 11. WhatsApp text message. 

 

When an intrusion is detected, the images, video and the 

recorded audios are uploaded to the Dropbox cloud storage. 

Event details are then inserted in the MongoDB cloud 

database. The notification system was also tested while the 

homeowner was at a remote location. Messages, including 

SMS, emails and WhatsApp texts were successfully received 

along with the Dropbox links, as shown in Figs. 9–11, 

respectively. 

A web application was also developed using the Angular 

and ExpressJS frameworks to represent a dashboard where 

the homeowner can view all the event details. Fig. 12 shows 
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the web page which displays the information in a tabular 

form. 

 

 
Fig. 12. Dashboard. 

 

 
Fig. 13. Safe mode. 

 

 
Fig. 14. Alert mode. 

 

Another web page was also created which indicates the 

live status of the system. It stays on a safe mode when there is 

no intrusion and turns into an alert mode if the system detects 

an unknown person, as shown in Figs. 13–14 respectively. 

The system can detect intrusions in a multimodal manner, 

using different hardware. As soon as the relevant sensors are 

activated, it takes a maximum time of 30 seconds for the alert 

messages to reach the owner. Despite having different 

modules running in the system, the program still performs 

well in the Raspberry Pi device. Moreover, working with the 

server for processing helps the Raspberry Pi to work 

efficiently. The system can easily provide surveillance for a 

larger area. Since IP cameras are used, there are no 

restrictions on the number of connection ports, unlike wired 

cameras. Hence, the Raspberry Pi can easily connect to many 

cameras having the same network address. Moreover, the 

Dropbox and MongoDB subscriptions may be upgraded to a 

larger extent for storage of more footage. 

While users are connected to the internet, they can 

remotely access emails and WhatsApp messages, as well as 

the images stored on the cloud. Yet, even if they have no 

internet access, SMS are still received. The implemented 

program is easy to run on the Raspberry Pi and is fully 

automated. In addition, the web interface provides detailed 

information and is user friendly. Since it was deployed on a 

cloud server, it can be accessed anytime and anywhere. 

 

V. CONCLUSION 

Rising crime rates have shown that existing security 

systems are not effective enough. Intruders can easily break 

into domestic households during the absence and even during 

the presence of the homeowners. Thus, in this work, we have 

developed a home security system using a Raspberry Pi. 

Several other components have been used to identify 

potential intrusions. A motion detection module is used to 

detect movement, while a noise system detects human voice. 

Surface noises, such as door knocks, are also detected. An 

object detection model counts the number of people. To 

prevent false alarms, two face recognition systems were 

utilized, whereby one uses Euclidean distance to compare 

new faces with the stored ones, while the other uses an SVM 

classifier targeted to recognise masked faces. When a user is 

verified, the door unlocks automatically. When a potential 

intrusion is detected, notifications are delivered to the 

homeowners’ mobile phones, and the event details are 

uploaded to a cloud platform. The notifications take an 

average delay of 30 seconds per event. All the stored details 

are then displayed on a web application, providing a 

user-friendly interface to represent the data. 
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