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Preprocessing Cover Images for More Secure
LSB Steganography

Shreelekshmi R, M Wilscy and M Wilscy

Abstract—We propose a simple method for preprocessing cover analysis of error distribution in the case of general paytoa

images to increase the reliability of random LSB replacemen s technically difficult and hence in such cases improvesient
steganography in dlg_ltal images in. spatial domain. After tre suggested can not be used for estimation [12].
proposed transformation of cover images, most reliable ste

ganalysis methods in the literature such as RS steganalysis ) .
Sample pair method, Least Square method estimate embedding With the development of very accurate steganalysis
ratio as almost 100% for any amount of hidden data. Thus it techniques, methods have been proposed for increasing

causes inaccurate estimation results by the most reliable $B  reliability of LSB steganography also. Fridrich et. al dieyped
steganalysis methods thereby increasing the reliability foLSB a general coding method called matrix embedding[10] that

replacement steganography. The transformation is based othe . . h .
count of different types of sample pairs in the image and thei can be applied to most steganographic schemes for improving

subsequent change with embedding. their steganographic security.

. INTRODUCTION Luo et.al [11] developed a method for increasing security

Steganography hides the secret message in cover objectsftt SB steganography based on chaos system and dynamic
obtain stego objects. Digital images, videos, sound filed anompensation. The dynamic compensation is done afterdnidin
other computer files that contain perceptually irrelevant ¢the data in the image. After doing dynamic compensation
redundant information are used as cover objects to hidesset¢he most accurate methods like RS, SPM and LSM and
messages. The goal of steganalysis is to detect/ estiméieir improved versions detect stego images with very high
[retrieve potentially hidden information from observedala payload as cover images. However dynamic compensation
with little or no knowledge about the steganographic athoni  causes the cover images to be detected as cover images only.
or its parameters. The purpose of steganography is to hide
the presence of communication, as opposed to cryptographyin this paper we present a simple transformation on cover
which aims to make communication unintelligible to thosemages to cause larger estimation errors for the most teliab
who do not possess the right keys [4]. steganalysis techniques such as RS steganalysis, LeaateSqu

In this paper we concentrate on LSB steganography otethod and Sample pair method. The method we propose
digital images stored in uncompressed raw format. Manjvolves a very simple operation of flipping for preprocesgsi
methods[1], [2], [3], [5], [6], [7], [8], [12] have been proped a cover image in such a way that it gives inaccurate estimatio
in the literature for steganalysis of digital images. Thedé@sults with/ without hidden data.
methods give very accurate results on most of the images.

All steganalysis methods are subject to error. Attempts The rest of this paper is organized as follows: Section 2
were made in estimating the error in various steganaly§%plains the notations we use in this paper. Section 3 briefs
methods. Ker derived error distribution in Least SquafS steganalyisis, Sample Pair Method and Least Square
steganalysis[9] on images with zero payload. It shows thiethod. Section 4 introduces the new method for cover
LSM, one of the most reliable steganalysis methods, givéBage transformation. Section 5 shows the experimental
very accurate results on most of the images, but shows |a|r§§ults we obtained. Section 6 is the conclusion and future
estimation errors on some images due to image specMi€rk.
properties.

Based on the theoretical error model, Ker suggested II. NOTATIONS

improvements [12] to the steganalysis method by reducingp . Multiset of sample pairs(u,v) drawn from digital

bias and variance in the case of moderate payloads. Howei\(%g e

X, : Sub multiset ofP that consists of sample pairs drawn

from cover signal and whose values differ ooyand in which
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even value is larger
Y,, : Sub multiset ofP that consists of sample pairs drawn (1-p/2)?, p/2(1-p/2)
from cover signal and whose values differ#yand in which
odd value is larger

C,, : Sub multiset ofP that consists of sample pairs drawn
from cover signal and whose values differ fayin the first
(b-1) bits (i.e., by right shifting one bit and then measgrin
the difference ofn)

Dq : Sub multiset ofP that consists of sample pairs drawn
from cover signal and whose values differ by

p . Estimated message length in percent

(1-p/2)%, (p/2)®

p/2(1 0/2)

I1l. REVIEW OF RS STEGANALYSIS, SAMPLE PAIR
METHOD AND LEAST SQUARE METHOD

A. RS STEGANALYSIS

RS steganalysis[1] divides the image into three disjoint
groups viz. regular, singular and unusable groups depgndin
on the behaviour of a discrimination function. The relative (1-p/2)?, p/2(1-p/2)
counts of all these groups under a mask M, an n-tuple with
values -1, 0, and 1, are taken.

(1-p/2)%, (p/2)®

Fig. 1. Finite State Machine to verify RS method
Let the relative number of regular groups for a non-negative
mask M beR,; (in percents of all groups) and Iét; be the
relative number of singular groups. This steganalytic méth Dumitrescu[2] et. al showed that the transitions analysed i
works based on the hypothesis that for typical cover imageRS method can be depicted by a finite state machine shown
in Figure 1. In fact

RM ~ R,I\/[ and S]\/[ ~ S,M (1) DL
X=Jx (7)
With embeddingR,; and S); change quadratically and =1

R_jr and S_j; change linearly. At100% embedding,R v — v 8
and S,; become equal. If we have a stego-image with a - U1 i (8)
message of an unknown lenggh embedded in the LSBs =

of randomly scattered pixels, initial measurements of the Ry = XUDo, Sy =Y ©)
number of R and S groups correspond to the paltWs(p/2), Ry =YUDy, S—y =X (10)
Sm(p/2), R_ym(p/2), and S_p(p/2). If we flip the LSBs V=Y-1 (11)

of all pixels in the image and calculate the number of R

and S groups, we will obtain the four poini&y (1 — p/2), B. SAMPLE PAIR ANALYSIS
S[\/[(l —p/2), R_M(l —p/2), andS_M(l —p/2).
Sample Pair Analysis[2] is based on probabilities of
After rescaling the x axis so thay/2 becomes) and100 — transitions between sample pairs due to LSB embedding
p/2 becomesl, which is obtained by the linear substitutiorPperations.P is partitioned intoC,,, 0 <m < 2! — 1. The
2= (z —p/2)/(1 — p), Fridrich et.al calculated the messag&ulti setsC,,,1 < m < 2°~! — 1, is partitioned into four
lengthp from the root z of the following quadratic equation trace sub multi setsts,,—1, Xom, Yam, Yom+1 and Co is
partitioned intoD, andY;. Clearly C,,,,0 < m < 201 —1
2(dy +do)2* + (d—o —d—1 —dy —3do)z+do—d—o =0 s closed, but its trace sub multi sets are not but convert
(2) reciprocally under the LSB embedding operations.
where
The transitions withinCy are illustrated in Figure 2. The
do = Rp(p/2) — Spm(p/2), (3) transitions between four trace sub multi set<in, 1 < m <
di = Ryr(1—p/2) — Sa(1—p/2), (4) 20— 1, are as shown |n the finite-state machin? in Figure 3.
do=R n(p/2) — S a(p/2) ) _The probability of transition from trac_e_ sub multi sétto B_
’ is same as that fron8 to A. The transitions are labeled with
andd_y = R_y(1—p/2) = S_u(1-p/2) (6) probability of transition. For natural images, the litenat [2]
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p/2p/2+(1-p/2)(1-p/2) p/2p/2+(1-p/2)(1-p/2)

p(1-p/2)

Do Y1

Fig. 2. Finite state machine associated with

(1-p/2)(1-p/2)

(1-p/2)(1-p/2)

PI2CL-pi2)

/2y

/2¢1-pr2
pr2C1-pi2y p/2(1-p/2)

Y
2

(1-p/2)(1-pr2y

(1-p/2)(1-p/2)

Fig. 3. Finite state machine associated with,

presented the hypotheses:

E{| Xom1 [} = E{| Yam11 [} (12)

instead of (12) and derived the following more robust

guadratic equations to estimate the value of p.

(1 Ci | =1 Cjr DP*

4
(I Dy | = Do | #2300 (| Yaiq | = | Xois |))P+
2
j
Z(| }/2/777,-5—1 | - | Xém-ﬁ-l |) = 057’ >0
B (16)
(2]Co | —1Cjp p*
. 4
21Dy | = Dyjyn | +2370 o Yappr | = | Xopia |))PJr
2

J
Z(| }/Q/m-ﬁ-l | _|Xém+1 |):Oa7’:

m=0

The results are optimum when= 0, j = 30 [2].

C. LEAST SQUARE METHOD

The precision of SPA is based on the hypotheses (12)
or (15). Actually, E{| X241 |} is not absolutely equal to
E{| Yam+1 |} , and neither isE{| J],_;, Xom+1 |} equal
to E{| U} _,Yam+1 |}. Once the hypotheses do not hold,
the quadratic equations above will not hold. Hence, when the
embedding ratio is small, the errors of those hypothesds wil
lead the decision error. Thus when there are no messages
embedded in images, the false alarm rate is high[3]. In fact,

According to the transitions within the finite-state ma@sn {,a t51se alarm rate presented by the literature [2]3§9%.
in the Figures 2 and 3, Sorina Dumitrscu et al. derived

the following quadratic equations for estimatingif LSB
steganography is done via random embedding.7ko¥ 1

(l Cm | - | Cm+1 |)p2_

4
(| Doy | = | Dayppn | +2 [ Yo | =2 X |)P+
2
|Yv2/m+1|_|Xém+l|:0
(13)
and form=0
2]Co|—|C |)P2_
4
(2|D6|—|Dé|+2|Y{|—2|X{I)pJr
2
Y| = Xi[=0 (14)

The smaller root of quadratic equation (13) [or ( 14)] is the
estimated value of p. Considering the estimating precjgios

literature [2] used the hypotheses

E{| U Xzme [} = B{| J Yom+1 [}

m=1t m=1t

548

(15)

Least Square Method[3] makes the hypothesis that there is
a small parity difference occur in natural signals for each
Let
Em :| Yv2m+1 | - | X2m+l | (0 <m< 2b_1 - 2) Equations
(13) and ( 14) become

(| Cnm, | - | Crt1 |)p2_

4
(I Do | = [ Dapgo | +2 [ Y1 | =2 X50pa I)p+
2
|}/2/m+1 | - | Xéerl | =
Em(l _p2)am Z O
(18)
and
2[Co| =1Cip*
4
2| Dy |- Dy | +2|Y] [ -2]|X] I)pJr
2
Y/ |- X]|=
em(1 —p2),m=0
(19)
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80000

Considering the perfect accuracy and robustness of leas
square method for parameters estimate, Luo et.al used leas
square method to estimate the embedding ratio for the difter
20—1 _ 1 equations. Substituting,,,, B,, and E,,, the left of
equation (19) is changed intd,,p? + B,.p + E,,. Let

stk _
70000 ==

60000

1and Gy -

J
SG,5.p) =Y (Amp*+ Bup+ Em)?,0< i< j <2071 =2
m=1

£
(20) o 50000

Differentiating (20) yields, the following equation: E
7 7 E 40000

2) ALp* 43> ApBup’+ s
j me m:7’j :‘g 30000

> (240En +BL)p+ Y BuEp =0 1 °

20000

By solving equation (21), a value is estimated such that the
S(i,4,p) is minimal. In conclusion, LSM algorithm estimates
the length of embedding message by solving a third order 16000

equation. The algorithm needs the following hypothesis tha ° 7 percenage of embedding e
for eachm
) Fig. 4. Change in cardinalities of sub multi sets@j, due to embedding
(I Yoms1 | = | Xomir (1= p) (22) in general

is small. The conditions of hypothesis in [3] are more rethxe
than that in [2]. Experimental results[3] show that, it iegise
and robust enough for LSM algorithm to take- 0 andj = 5.

40000

35000

IV. TRANSFORMATION OF COVER IMAGES

RS steganalysis, Sample pair method, and Least Squar
method accurately estimate length of data hidden using
random LSB embedding in images in spatial domain. These
methods are based on probabilities of transitions betweer
sample pairs due to LSB embedding operations.

30000

1and Gy -

25000

20000

RS steganalysis, Sample pair method, and Least Squar
method make certain assumptions about cover images tc
produce accurate results. RS steganalysis assumes[1], [2]

15000

Cardinalities of trace multisets of C, m>

2b—1 2b—1
EUxh=(Jv (23) [N S
i=1 i=1 =<4 * v *
Sample pair method [2] assumes 5000 $BBpms oot
E{| Xom+1 |} = E{| Yam+1 |} (24)
e ° o 0.1 0.2 03 0.4 0.5
or a more relaxed condition Percentage of embedding —>
J J
- Fig. 5. Change in cardinalities of sub multi sets@j, due to embedding
Bl U Xom1 [} = EA| U Yom+1 [} (25)  Wwhen their cardinalities are almost equal
m=i m=i
to give correct results and Least Square method [3] assumes
of sub multi sets in eaclt,,,0 < m < 2°=1 — 1 increase
(| Yamr1 | = | Xomsr (1 —p?) (26) ot ot

/decrease monotonically with ratio of embedding andiCa%
as very small for eachn. embedding these cardinalities become equal. Typical ahang
in cardinalities of sub multi sets in@&,,,0 < m < 2*-1 -1
The change in cardinalities of sub multi sets @f, due are shown in Figure 4.
to embedding are shown in Figure 4. In fact cardinalities
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. Embedded Lena[3] Peppers|[3]

In most of the images, message | RS | SPA [ LSM | RS | SPA [ LSM

| Xom—1 [>| Xom [=] Yom [>] Yama1 | @nd| Do [>] Y7 |. length (%)
Hence due to embeddingXs,,—1 | and Dy decreases and 0 143 ] 049 | 019 | 148 | 0.65 | 0.26
that of | Yam1 | increases| Xo,, | and| Ya,, | increase 3 463 | 351 | 281 | 440 | 361 | 3.34
; AR 5 635 | 537 | 472 | 655 | 556 | 5.09
or decrgase depending on t.h.elr initial values. 0% 10 1191 10.77 | 1020 | 11.66 | 10.71| 10.56
embedding, all these cardinalities become equal. From the 20 22.19 | 21.237 20.40 | 22.90 | 21.05 | 20.83
monotonic increase or decrease in cardinalities of subimult 28 ii-ig %-g; ig-% ?&-;g 2(1)-22 28-%
sets thep value, estimated length in percent, is calculated. = 5136 [ 5048 | 4999 | 5295 T 50.77 | 5050
60 61.23 | 60.56 | 60.18 | 59.81 | 60.40 | 60.00
The probability of transition from trace multi sétto multi 70 70.48 | 70.31 | 70.21 | 72.07 | 70.62 | 70.33
set B and that fromB to A are same. Therefore when 80 79.89 | 78.77| 79.05] 79.67 | 78.65 | 79.04
90 91.07 | 89.07 | 89.99 | 91.08 | 90.70 | 90.19
| Xom—1 |~| Yoms1 =] Xom %] Yam |,m >0 (27) 100 96.60 | 97.72 | 98.95 | 96.95 | 97.80 | 99.16

| Do |~ Y1|im=0  (28) ABLE ]

ESTIMATED MESSAGE LENGTH RESULTE(IN PERCENT) FOR TWO
cardinalities of trace multi sets would not change due to STANDARDIMAGES BEFORE PROPOSED TRANSFORMATION
embedding which is shown in Figure 5. SuchCa, does
not help in estimating the length of embedding. If the image
contains only suctC,,s, steganalysis is unreliable using RS
steganalysis, LSM and SPM. in table I. The values given in the table | are as reported]jn [3

The transformation we propose randomly flip&% of the We did the proposed transformation on the above two
LSBs of all pixels in the image, so that the image meetsandard images. Afterwards we created a series of stego
the above criteria. Hence after the transformation the @badvhages with hidden data of length 0%, 3%, 5%, 10%,
methods show very high amount of hidden data when nQ,100%. Then the hidden message length was estimated
data is hidden. The results remain the same after embeddigihg RS method, SPA method and LSM method. The test
any amount of data. In nutshell the transformation causessults are shown in table II.
these methods to show highly inaccurate estimated lengths
especially with low amounts of hidden data. In fact estiorati  The results show that before the transformation these three
error is maximum on cover images and it decreases Witflethods estimate the hidden message length very accurately
increase in hidden data. However after the transformation these methods estimate

hidden message length as almost 100% irrespective of the

The drawback of our method is that the estimation err@mount of embedded data.
tends to be 0 as embedded ratio becom@s’. However
our method can be used in combination with dynamic com-we performed tests on a set of one hundred 24-bit color
pensation [11] to increase the security of LSB steganogtapfimages downloaded from www.nationalgeographic.com
Dynamic compensation gives maximum estimation errors @hostly Photo of the day images from National Geographic
100% embedding. Estimation error decreases with decreasegdRannel), which were originally stored as high-quality GPE
hidden data. When ratio of embedding is less thad our images_ For our test purposes, we resized ther@0tX 600
method can be used and otherwise dynamic compensation ggiels. The test results are shown in table Ill. These images
be used to give maximum estimation error. Our method causgiso showed almost00% embedding after the transformation
detection of cover images as stego images. Dynamic compgfespective of the amount of embedded data.
sation causes stego images to be detected as cover images.

Both together cause false positives to 1#% and missed  Thys the transformation proposed causes the most accurate
detection to be almost00% [11]. Thus the transformation steganalysis methods in the literature to give inaccuestalts
proposed together with dynamic compensation increases {Rgreby increasing the reliability of LSB steganographlye T
security of LSB steganography scheme. absolute average error shown by three methods for the set of
V. EXPERIMENTAL RESULTS 100 images is gi\_/en in figure 6. Frqm the graph @t is cle_ar that

We selected two standard test images (lena and peppgcrll e alarm rate |§00%_and the est_lmatlon error is maximum

. . . Whtn the amount of hidden data is smaller.
of size 512x512 pixels for testing the proposed preprongssi
algorithm. We created a series of stego images by embedding
messages of length 0%, 3%, 5%, 10%, ...,100% into the
two images using random LSB replacement method. Thenln this paper we discussed a transformation method for
we estimated the hidden message length from these stegwer images for increasing the reliability of LSB replace-
images using RS method, SPA method and LSM methadent steganography in spatial domain. After the proposed
We got test results which are almost equal to those givaansformation the images show very high embedding ratio

VI. CONCLUSION
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Embedded Lena Peppers 100 .
message | RS | SPA | LSM | RS | SPA | LSM T - S——
length (%) \‘?l;.: [SM -
0 96.60 | 97.72 | 98.95| 96.95| 97.80 | 99.16 °0 =3
3 95.80 | 97.93 | 98.97 | 96.15 | 97.67 | 99.20
5 95.70 | 97.89 | 98.91 | 96.27 | 97.79 | 99.32 80
10 96.40 | 97.31 | 98.82 | 96.38 | 97.48 | 99.02 f,
20 94.30 | 96.32 | 98.81 | 95.98 | 96.50 | 99.01
30 96.20 | 97.41 | 98.99 | 96.72 | 98.12 | 99.08 7o N
40 95.30 | 97.52 | 98.65| 96.89 | 97.45 | 99.38 . é
50 94.60 | 96.02 | 98.12 | 96.12 | 97.23 | 99.24 @ 50 N
60 96.10 | 98.02 | 98.98 | 96.34 | 97.12 | 98.94 %‘ -
70 9591 | 97.81 | 98.31| 96.16 | 97.39 | 99.37 s
80 95.23 | 97.12 | 98.05 | 96.39 [ 96.98 | 99.43 g =0 S
90 96.10 | 96.35| 98.23 | 96.89 [ 97.21 | 99.42 E A
100 95.70 | 97.11] 98.19 | 96.85 | 97.78 | 99.41 3 40
TABLE Il = X
ESTIMATED MESSAGE LENGTHIN PERCENT) FOR TWO STANDARD 30 Ny
IMAGES AFTER PROPOSED TRANSFORMATION %
20
Embedded before after 10
message RS SPA | LSM RS SPA | LSM
length (%) o
0 1.26 0.52 0.17 | 96.76 | 97.43 | 98.89 o 10 20 30 40 50 60 70 80 %0
3 4.63 3.51 2.81 | 96.15| 97.67 | 99.20 Percentage of embedding --
5 6.35 5.37 4.72 | 96.27 | 97.79 | 99.32 . .
10 11.91 | 10.77 | 10.20 | 96.38 | 97.48 | 99.02 Fig. 6. Absolute average error shown b0 test images
20 2219 | 21.23 | 20.40 | 95.98 | 96.50 | 99.01
30 32.22 | 31.27 | 30.57 | 96.72 | 98.12 | 99.11
40 41.48 | 40.69 | 40.26 | 96.89 | 97.45 | 99.38 [2] X Wu S Dumitrescu and Z Wang, “Detection of Isb steganpfsavia
50 51.36 | 50.48 | 49.99 | 96.12 | 97.23 | 99.24 sample pair analysis,JEEE Transactions on Signal Processingl. 51,
60 61.23 | 60.56 | 60.18 | 96.34 | 97.12 | 99.11 No.7, pp. 1995-2007, 2003.
70 7048 | 70.31 | 70.21 | 96.16 | 97.39 | 99.37 [3] Q.Tang P.Lu, X.Luo and L.Shen, “An improved sample pairsthod for
80 79.89 | 78.77 | 79.05| 96.39 | 96.98 | 99.43 detection of Isb embedding,” vol. 3200, pp. 116-127, 2004.
90 91.07 | 89.07 | 89.99 | 96.89 | 97.21 | 99.42 [4] R. J. Anderson and F.A.P Petitcolas, “On the limits ofgateography,”
100 95.70 | 97.11] 99.19 ] 96.85 | 97.78 | 99.41 IEEE Journal of Selected Areas in Communications,(Spesgle on

copyright and privacy protection)ol. 16, 1998.

[5] R. Du J. Fridrich and L. Meng, “Steganalysis of Isb encafin color
images,” Proceedings of IEEE International conference on Multiraedi
and Expo New York City, NYul 30 - Aug2, 2000.

[6] Z. Tao and P. Xijian, “Reliable detection of Isb stegaraghy based
on the difference image histogram,Proc. IEEE ICAAP, Part II] pp.
545-548, 2003.

[7] A.D. Ker, “Improved detection of Isb steganography ieyggcale images,”

irrespective of the amount of hidden data. The transforma- !n: Proc. The 6th Information Hiding Workshppringer LNCS 3200,

. . . 97-115, 2005.
tion increases the false alarm rate to 100% and decre %p Liu X. Luo and F. Liu, “Improved rs method for detectiaof Isb

the accuracy of prediction.The length estimation is highly steganography,”In: Proc. Information Security & Hiding (ISH 2005)

inaccurate especially with small amount of embedding. Thus Workshop, Springer LNCS 3481, 508-516, 2005. -

the transformation we proposed increases the reliabilft b A. Ker, “Derivation of error distribution in least sques steganalysis,
prop . Yy IEEE Transactions on Information Security and Forensiesl. 2, pp.

LSB steganography. The steganalysis results can be madei140-148, 2007.

more inaccurate in combination with dynamic compensatid#]_J. Fridrich and D. Soukal, “Matrix embedding for largaytoads,’IEEE

Transactions on Information Security and Forensigsl. 7, pp. 12-17,
method proposed by Luo et. al. Both methods together can 45
detect stego images as cover images and cover imagegi#scC. Yang X. Luo, Z. Hu and S. Gao, “A secure Isb stegandgyap

stego images. Stego images with low amount of hidden data System defeating sample pair analysis based on chaos sgstedynamic
.., compensation,’Proceedings of International Conferenc2006.

can be detected as COYer Images or as stego images V[‘i' A. Ker, “Optimally weighted least squares steganaysiln Security,
very large amount of hidden data. These two methods in Steganography, and Watermarking of Multimedia Contenth¥c. SPIE

combination with random LSB steganography can thus defeat 6505 pages 0601-0616. SPIE, 2007.
the most accurate steganalysis methods in the literatarelly
increasing the security of LSB replacement steganography.

TABLE Il
ESTIMATED MESSAGE LENGTH(IN PERCENT) FOR HUNDRED
IMAGES BEFORE AND AFTER PROPOSED TRANSFORMATION
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