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Abstract—Since the appearance of internet of vehicle (loV),
the in-vehicles network is no longer an isolated system. The
OBD-Il hardware, GPS, and the WiFi system could cause
intrusions during communications. There are many unresolved
network security problems yet in in-vehicle bus protocol, like
controller area network (CAN), local area network (LIN), and
FlexRay. In this paper, having considered the vulnerabilities
and a hidden attacking of FlexRay, an authenticated encryption
protocol is designed based on the Advanced Encryption
Standard (AES)-128 and SHA-1 algorithm for FlexRay. We
apply the protocol into a simulated FlexRay bus system which is
build by CAN software environment. The protocol is also
applied in a real Flexray network build by MC9S12XF512
evaluation board The both experimental results show that the
security and reliability of in-vehicle bus system are enhanced.

Index Terms—FlexRay, in-vehicle bus network, network
reliability, security protocol.

. INTRODUCTION

In the past tens of years, well developed traditional
in-vehicle bus systems provide basic hardware supports. With
beginning of the internal communication in vehicle, LIN,
CAN, and FlexRay are used in the bus protocol to achieve the
internal communication in vehicle. Based on the technology
of x-by-wire and mechanotronics, the in-vehicle bus system is
the main approach for ECU communications in the future
motoring. In fact, provided convenient service combing with
drivers other products like smart phone or Bluetooth are
always faster than the security upgrade of systems. Thus, there
are new challenging problems to be solved for sustainable
development. One of problems is how to defend attack and
patch the vulnerability on data and physical layers.

Recently, a lot of projects have carried out to improve the
in-vehicle network. In the EVITA project [1], requires of the
in-vehicle network are defined including information safety,
the confidentiality, and concerned infrastructures etc. [2]. The
project managed by Wolf stuff provides several of encryption
algorithms to embed a security block in vehicle respectively
[3]. In 2015, when the malicious APP on the mobile phone
linking to the infortainment system, the security protocol is
protected the system from this attack is by means of sending
the authentication data using the extend ID and CRC field [4].
In 2017, considered of real time transmission, a light weight
authentication protocol is proposed [5].
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At the same time, new problems are updated too. For
example, intruding into in-vehicle network through OBD-II
interface could obtain and control messages including control
the key functions and the engine. That is, the vehicle is totally
controlled [6]. Intruder could gain control of vehicle telematic
component by intruding the vehicle telephone [7]. The
man-in-the-middle attack is also available to get the messages
transmitted between vehicle and external environment [8]. In
2015, it is reported that a remote intrusion is possible in the
distance of 16 kilometers [9]. Intruder could control the
infortainment system, the steering system, and braking
system.

In this paper, we propose an authenticated encryption
protocol in where AES-128 algorithm is used in the data
encryption. And HMAC (Hash-based message authentication
code) based on SHA (secure hash algorithm) -1 is used in the
authentication. It means that it is extremely hard to deduce
original message through the digest. Through analyzing some
representative attack model for in-vehicle bus system, the
experimental result and performances will be discussed.

Il. FLEXRAY COMMUNICATION PROTOCOL

FlexRay is a high speed network communication system
that supports a time-triggered scheme and an optional
event-triggered scheme. This FlexRay frame consists of three
segments: header segment, payload segment, and trailer
segment as depicted in Fig. 1. The first five bits define the
basic features of the frame. Frame ID (11 bits) is defined as
the slot position in the static segment and used to indicate the
priority of the frame for the dynamic segment. Payload
Length (7 bits) is defined as the data length. Header CRC (11
bits) is a Cyclic Redundancy Check, which is computed over
the Sync Frame Indicator (1 bit), Startup Frame Indicator (1
bit), Frame ID (11 bits), and Payload Length (7 bits). Cycle
Count (6 bits) is the serial number of the frame defined locally
in the node. Trailer Segment (24 bits) is for Cyclic
Redundancy Check, which is computed over the header
segment and payload segment.

(D) Reserved bit (4) Sync frame indicator

‘2‘ Payload preamble Indicator ‘5' Startup frame indicator

{ L:';‘ Null frame indicator

Payload | Header | Cycle
length SR | count
11 bits 7bits | 11bits | 6bits

Frame ID Data0 IDatal IData 2 I IDah n] CRC | CRC | CRC

0...254 bytes 24 bits

Header Segment Payload Segment

FlexRay Frame 5 + (0 ... 254) + 3 bytes

11111 Trailer Segment

Fig. 1. FlexRay frame format.

Payload Segment (0 to 254 bytes) contains main data.
These data will be transferred between vehicles, clouds, and
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mobile terminals, connect the vehicle with the external
environment. The previous study showed an efficient security
protocol with respect to authentication delay and
communication load. In this paper, based on these data
messages, this concept will be used on FlexRay to control the
braking system or start the car.

I1l. ATTACK MODEL

A. Malicious Messages Injection

Attack processes in this model are as follows: Steals the
valid messages; Edits a malicious message with the format of
a valid one; Eavesdrop the in-vehicle communication and
inject malicious messages. Because there is no authentication
mechanism, malicious messages are regarded as a trusted
source like other ECU, and will be perform the corresponding
operation.

B. Message Replay

For attacker, they do not need decrypt the ciphertext and
understand the meaning of messages. The intruder can
directly re-send the stolen messages in the bus system without
authentication mechanism. Receiver ECU will accept the
messages because they are valid. Besides, attacker can also
inject meaningless messages to destroy the real-time
transmission.

C. Message Modification

The intruder can modify the un-encrypted messages to
confuse driver or give a malicious command to ECU. For
example, the real speed may not equal to that display on the
dashboard and etc. Attacker could still modify a CRC field to
match original message.

IV. SECURITY PROTOCOL

A. The Design Goal

On the purpose of transmitting the FlexRay data frame
efficiently and keeping in-vehicle network security, the
security protocol need to achieve authentication,
confidentiality, and real-time transmission objects.

Authentication: This object is to distinguish the received
message from a re-sent malicious one. The object could be
achieved through adding a special identifier into messages. In
our proposed protocol, we use HMAC based on SHA-1
algorithm as an identifier. The receiver ECU can use this
identifier to distinguish true messages from malicious ones.

Confidentiality: This is aim to defend from reading
malicious message. Under the loV background, it is easy to
access the message shuttling vehicles and external
environments. The concept used in this object is that the
encrypt message could be understood in the case of getting the
encryption key only. In our proposed protocol, AES-128
encryption algorithm is used to achieve confidentiality.

Real-time Transmission: Every in-vehicle bus protocol
has a strong require of real-time transmission. Through
adding a security mechanism, it will realize a message
transmission without big delays. If the message did not arrive
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the target ECU in time, there is no meaning to keeping
security.

B. AES-128 Encryption Algorithm

AES is a widely used symmetric encryption algorithm [10].
Before encryption process, the input will be copied into a 4 x
4 column-major order matrix of bytes, which is termed State.
All the operation of AES is executed on this matrix.

S0, 1 SO, 2 SO, 3

S1,1

)

So,1

S1,2

So,2

Si,3

s

Sg,3

SS, 0 S3, 1 SB, 2
Fig. 2. Matrix of state.
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AES-128 is consists of 10 rounds of similar operation, and
each round can be divided into four or three stages: They are
substitute bytes, shift rows, mix columns, and add round key.
Fig. 3 shows the encryption processing in detail.

Substitute bytes: There is S-box defined in AES-128,
which is a 16 x 16 matrix containing 256 8-bits value. When
substitute a certain byte of data in the State, the leftmost 4 bits
are used as the column number, and the rightmost 4 bits are
used as the row number. Then, based on column and row
number, a new value is indexed from S-box to replace the
corresponding byte in State.

Plaintext
. key

0,3
Add round key v[0, 3] Expand key

1 punoy

Mix columns

Add round key

wl4, 7]

|
Substitute bytes

6 punoy

w[36, 39]

Add round key

|
Substitute bytes

Add round key |«

v
Ciphertext

0T punoy

w([40, 43]

Fig. 3. AES-128 encryption processing.

Shiftrows: The first row keeps original sequence. All bytes
from the second to the forth rows will be circularly shifted
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toward the left direction with a shift order of one, two, and
three bytes from up to down.

Mixcolumns: Multiply State matrix with a specific matrix.
Obtained new State will replace the original one.

Addroundkey: This stage will pick an expanded key
corresponding to the round. Then, execute XOR operation
between State and expanded key.

The key used in each round is the expanded original key.
Expansion algorithm place the original key into the first 4
words of expand key array W. The rest of word WI[i] in
expand key will be calculated by W[i-1] and W[i-4]. When
calculate the word with the index number of multiple of 4,
there is a more complex operation.

Key expansion can defend cryptanalysis attack efficiently.
And there is no chance for attacker to modify a message or
send a malicious message without knowing the secret key.

C. HMAC Authentication Algorithm

K*  ipad

Y|_,1

hash

Fig. 4. HMAC processing.

Fig. 4 shows the HMAC algorithm in detail.

MAC is usually placed at the terminal of sent message.
Using MAC, ECU could confirm the message as an
unmodified true source. It is an efficient way that use hash
function to calculate MAC. As well as, it is easy to replace the
original one by a HMAC block when there is a more efficient
hash algorithm.

In our proposed protocol, we use SHA-1(secure hash
algorithm) in HMAC. The input length of SHA-1 is less than
2% bits, and the output is a 160-bits digest. It is considerably
difficult to deduce the original message through digest, and is
impossible for attacker to generate correct HMAC without
knowing secret key. Therefore, if the message replay attack
takes place, receiver ECU can drop the message by compare
HMAC.

The definition of HMAC can be given as

HMAC(K,m): 1)
H ((K"opad) || H((K"ipad) || m))

where H represents hash function, K represents encryption
key, K* represents the expanded key which add 0 at the left of
original key, m represents the input of algorithm, and “||”
denotes concatenation. The ipad and opad are two fixed
constant. Their value are given as

ipad = the bytes 0x36 repeated 64 times
opad = the bytes 0x5c¢ repeated 64 times

D. Design of Security Protocol

The proposed protocol apply AES algorithm in CTR
(counter) mode. The operating process of CTR is shown in

Fig. 5.

AES-128 encryption

Counter

Fig. 5. AES-CTR mode.

In CTR mode, every read value is encrypted. The outputs
comes from XOR operation on inputs and encrypted data.
Because the character of CTR, there is no need of AES
decryption algorithm. When encryption, the input is plaintext
while the output is ciphertext. Conversely, when decryption,
the role of input and output is exchanged.

In proposed protocol, we use AES-128 and HMAC to
achieve the object of confidentiality and authentication
respectively. Flowcharts of transmission and reception period
are shown in Fig. 6 and Fig. 7, respectively. The variables
used in flowcharts are explained in Table I.

TABLE I: THE VARIABLES USED IN FLOWCHARTS

variable explanation

CTReycle Counter value of cycle

CTRm Counter value of transmitted/received
quantity for a certain message

CTRmac Counter value of transmitted/received
quantity for HMAC of a certain message

Ctemp Encryption result of counter value

Csend Ciphertext sent to receiver

Mseng HMAC sent

Mrece HMAC received

EK AES encryption key

AK Authentication key of HMAC

P plaintext

In the proposed protocol here, encryption keys are
initialized before starting ECU communication. Because of
symmetric encryption algorithm of AES, encryption keys
have same values at the sending and the receiving terminals.
And, encryption keys of AES and HMAC in both terminals
are regenerated with a communication cycle.

CTRpmac CTRn
HMAC-SHA1 AES-128 AES
HMACAK(CTRWE) algorithm algorithm [« EK(CTR o)

!
Cons40R 7|

Msend ‘J

Send(Ceendl|Msena)

Fig. 6. Flowchart of transmission period.
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As we can see from Fig. 6, before sending a message, the
sender ECU will obtain CTRcycie, CTRm, and CTRy firstly.
Next, using CTRcye as an index number, get corresponding
encryption keys of EK(CTR¢yce) and AK(CTR¢ycie). Then, use
EK(CTRgyqe) to encrypt CTR,, with AES mode, obtain the
output result of Cemp. Finally, through XOR operation
between Ciemp and P, Ceeng Will be calculated.

After encryption processing, Mgenq Will be calculated using
AK (CTRgye) and CTRpge, Where CTRpy, is the input of
HMAC algorithm. When all calculations are done, Mgeng Will
be placed at the terminal of Cg,y Waiting to be sent. After
sending message, CTRmqc and CTR,, will be increased by ones
respectively to ensure value synchronization in both of
sending and receiving terminals.

HMAC HMAC-SHA1
AK(CTR o) algorithm <] CTRme
No —
Yesl
AES-128 AES
CTRn algorithm EK(CTR o)

‘ Ctemp ’_" XOR H Csend ‘

Fig. 7. Flowchart of reception period.

Fig. 7 shows the receiving process of ECU. When receive a
message, ECU will obtains CTRcycie, CTRm, and CTRpq
firstly. Then, AK (CTRgye) is use to calculate HMAC of
CTRmg to obtain a message authentication of M. Only
when Mg is equal to Mg, receiver ECU will accepts Cgeng.
This process realized an authentication achievement. Finally,
EK (CTReyce) is used to encrypt CTRy, with AES mode, and
plaintext can be obtained through XOR operation between
Ctemp and Csend-

The ciphertext and HMAC are placed in the payload
segment of FlexRay. The format of them is showed in Fig. 8.

ciphertext HMAC

0~234 bytes 20 bytes
Fig. 8. Message format.

E. Security Analysis

Suppose that the attacker don’t know the encryption and
the authentication keys. Attacker could not generate a valid
HMAC. Receiver ECU will drop this wrong HMAC, the
malicious message. In the case of message attack replays,
because the HMAC are regenerated with a communication
cycle, malicious messages will not match to the current value
of receiver ECU and be dropped. By the adoption of
AES-CTR mode, the counter value will always keep fresh
after sending. Therefore, the system defend from the attack of
fuzzing test.

V. EXPERIMENTAL RESULT

We use the CANoe software system of Vector company to
build a simulated FlexRay network with two virtual
ECU(shown in Fig. 9), where ECU_1 is send only and ECU_2
is receive only. We implement our proposed security protocol
and build a DLL to apply it into the network.

Cluster

FlexRay
FlexRay 1

2

Fig. 9. Simulated network structure.

There are four messages transmitted on the network, before
a security protocol processing, the state of transmission is
shown in Fig. 10.

Channel | Name ¥ Data

© [0. 000000 FE 1 AB

0 FR 1 AB
FR 1B
FR 1B
1 FR 1B
095169 FR 1B

Fig. 10. Transmission state without security processing.

Freme_1
Freme_Z

Freme_3 40

- -
EHEEE &

2
Frame_4 6 2E 00 00 20 56 01 00 71 B6 05 00 31 12 OO

Then, we use the proposed protocol to process the message.
By the end of system initialization, there is no message
transmitted on the network, so the counter value of every ECU
is zero. When ECU_1 is about to send Frame_1, the message
will be processed firstly by security protocol. The calculated
result is shown in Table II.

The transmission state of processed messages is shown in
Fig. 11. As we can see from Fig. 11, the encrypted data and
HMAC could be transmitted in real-time. And the data is as
we expect in Table I1.

TABLE II: PROCESSED DATA OF FRAME 1

variable data
plaintext 01007F00 11002A31
00000072 00000000
Counter value 0
Encryption key 1b200b19 7e5ef522
05465540 1716483a
60814fdc 222a9088
HMAC key 46eeb814 de5e0bdb
ciphertext 9283f51e 252dbfof
15e2flac 0da10107
99db576e ae8d083h
HMAC 15f45ach 00eel0la
a0f9c03c

On the purpose of further analyzing this proposed protocol,
we build a two-node FlexRay network. The Freescale
MC9S12XF512 evaluation board (EVB) is used to setup the
actual test environment.
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The MC9S12XF512 MCU has a build-in FlexRay module
supporting bitrate up to 10 Mbps. The module is constructed
according to the FlexRay Communication System Protocol
Specification V2.1 [11].

MName Payload
ciphertext
[Frame_i_en 52 83 F5 1E 25 2D BF OF 15 E2 F1 AC OD &1 01 07
Frame_2_en BF 30 8A 88 34 2D 95 3E 15 C3 FL CD OC 43 53 4D
Frame 3 en D3 A3 95 1E 34 19 03 3E 15 E2 D2 DE 0D 31 04 07
Frame 4 en 93 D5 A4 1E 34 OD €3 3F 15 93 47 DB 0D 30 13 07
HMAC
99 DB 57 E AE 8D 08 3E 15 F4 5A CB 00 EE 10 1A AQ F9
93 DB 57 GE AE 8D 08 3B 15 F4 5A CB 00 EE 10 1A AQ F9
99 DB 57 6E AE 8D 08 3B 15 F4 5A CB 00 EE 10 1A AQ F9
33 DB 57 6E AE 8D 08 3B 13 F4 3A CB 00 EE 10 14 AQ F3 C

Fig. 11. Transmission state of processed frame.

The proposed security protocol is developed using C code
by CodeWarrior Development Studio. And the BitRate is set
to 10Mbps by configuration of the hardware parameters. The
block diagram of the test environment is shown in Fig. 12.
And the actual test environment of FlexRay network is given
at Fig. 13.

As shown in Fig. 13, the experimental result was displayed
on the LCD screen which is produced by CANoe software.
These messages can be transmitted in real-time on the bus
system. It indicates that the proposed protocol can be used in
FlexRay network with few transmission delay.

Plaintext
Ciphertext|[HMAC

FlexRay_Tx
Buffer

MC9S12XF512
EVB

MC9S12XF512
EVB

Plaintext

Ciphertext||HMAC

Bus
Driver

Bus
Driver

FlexRay_Rx

Bus Buffer

Fig. 12. Block diagram of test environment.

o~ o [0 g

Fig. 13. Actual test environment of FlexRay network.

VI.

The in-vehicle network is no longer a close system and
securities begin to be considered seriously. A security
protocol proposed here is simulated FlexRay network and
build by CANoe software. Through configuration of this
proposed protocol into MC9S12XF512 evaluation board, the
experimental result shows that protocol is suitable for
FlexRay network.

CONCLUSION
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