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Robust Multiple Image Watermarking Scheme
using Discrete Cosine Transform with Multiple
Descriptions

Chandra Mohan B and Srinivas Kumar S.

Abstract— A novel oblivious and robust multiple image
watermarking scheme using Multiple Descriptions (MD) and
Quantization Index Modulation (QIM) of the host image is
presented in this paper. Watermark embedding is done at two
stages. In thefirst stage, Discrete Cosine Transform (DCT) of
odd description of the host image is computed. The water mark
image is embedded in the resulting DC coefficients. In the
second stage, a copy of the watermark image is embedded in
the watermarked image generated at the first stage. This
enables us to achieve robustness to both local and global
attacks. Thisalgorithm ishighly robust for different attackson
thewater marked imageand superior in termsof Peak Signal to
Noise Ratio (PSNR) and Normalized Cross correlation (NC).

Index Terms—Digital watermarking, Discrete Cosine
Transform, Multiple Descriptions, Peak Signal to Noise Ratio.

I. INTRODUCTION

A major issue of digital multimedia data exchange over the
internet is data authentication. Image attacks either
intentional or unintentional try to remove ownership
information (such aslogo). Image watermarking algorithms
using Discrete Cosine Transform (DCT) [1,2], Discrete
Wavelet Transform (DWT) [3,4], Discrete Hadamard
Transform (DHT) (5,6) and Singular Value Decomposition
(SVD) (7,8) are available in the literature. The basic
philosophy in magjority of the transform domain
watermarking schemes is to modify the transform
coefficients based on the bits of watermark image. In an
oblivious (blind or public) watermarking scheme, the
presence of the host image is not required in retrieving the
watermark image. In non-oblivious watermarking schemes,
the presence of the host image and/or watermark image is
required.

This paper presents a highly robust and oblivious multiple
watermarking scheme in the DCT domain. Watermark
embedding is done at two stages. Watermark is embedded at
two stages, by using Multiple Description Coding (MDC) [9]
and Quantization Index Modulation (QIM) [10]. Superiority
of the proposed method is observed over [2], which isalso a
DCT based scheme.
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This paper is organized as follows: In Section I,
Multiple Description Coding (MDC) is presented. QIM is
discussed in brief in Section 1ll. Details of the proposed
image watermark embedding technique and extraction
process are given in Section IV. Experimental results are
given in Section V. Concluding remarks are given  Section
VI.

II. MULTIPLE DESCRIPTION CODING

In Multiple Descriptions Coding (MDC) of an image, the
image is partitioned into multiple descriptions. The receiver
is able to reconstruct the original source within some
prescribed distortion levels by using few of the descriptions.
This concept of MDC was adapted to digital image
watermarking [9]. These descriptions are selected in such a
way that some corré ation exists between them. For example,
the image may be partitioned into two descriptions: one
containing odd pixel intensities and the other even pixel
intensities. One description can be used for watermark
insertion and the other description can be used as a reference
for watermark extraction. After watermark insertion, two
descriptions are combined to get the watermarked image. In
this paper, two descriptions are considered based on odd and
even pixe intensities of host image. Host image LENA as
shownin Fig.1, isdecomposed into two descriptions odd and
even asshown in Fig. 2(a) and  Fig.2(b).

Fig. 1. Host image LENA
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Fig. 2(a) LENA (odd description)
(b) LENA (even description).

[11. QUANTIZATION INDEX MODULATION

For the quantization of DC coefficients, dither
guantizationisused. Dither quantizationisavariant of QIM
[10]. Dither quantizers are quantizer ensembles. Each
guantization cdl in the ensembleis constructed from abasic
guantizer. The basic quantizer may be chosen arbitrarily.
Thebasic quantizer is shifted to get the reconstruction point.
The shift depends on the watermark bit. The basic quantizer
is a uniform scalar quantizer with a fixed step size. The
guantized value is the center of the quantizer. Dither
guantization of an image h(i, j) isdescribed as follows:

The entire range hyin (minimum value of h(i, j) ) to hpux
maximum value of h(i, j)) is divided into various bins as

shown in Tablel. A step sizeof T istaken as the difference
from one bin to ancther bin. Each element of h(i, j) is

checked for itsposition in Table I.

TABLE |. QUANTIZATION TABLE

bin dlow dhigh

no.

(n)

1 hmin -T hmin

2 hmin hmin+ T
3 Ppin +T hpint 2T
Bhi | bmex - T Nirax

b, Nirax hpax + T

After identifying the bin number n, h(i, j) is modified as
follows:

()If watermark bit is ‘1’ then it belongs to Range 1 where
Range 1 is defined as

dlow(n) + dhigh(n)
2

Range 1 =dlow(n) to

Modification of h(i, j) is

= g{dlow(n) + (dlow(n) + dhigh(n))/ 26
e 2 o

(ii)If watermark hit is 0’ then it belongs to Range 2 where
Range 2 is defined as

dlow(n) + dhigh(n)
2
Madification of h(, j) is
- agdhigh(n) + (dlow(n) + dhigh(n))/ 26
g 2 p
The proposed watermarking schemeis as follows.

h(,

Range 2= to dhigh (n)

h(i, j

IV. PROPOSED SCHEME
A. Watermark Embedding Technique

A binary watermark of size('\%< x%) is embedded

twiceinthegrey level host imageof size NxN at two stages.
In the first stage, host image is decomposed into two
descriptions, onewith odd pixe intensitiesand the other with
even pixel intensities. Block based DCT (block size kxK)
coefficients of odd and even description are calculated. DC
coefficients of all the blocks of odd description are modified
as per watermark bits. This permits us to use second
description as areference, while extracting watermark at the
receiver.

In the second stage also a block based DCT with a block
sizeof KxK is applied to the watermarked image obtained in
the first stage. Once again a block based DCT is applied to
the resultant watermarked image. By using QIM, all theDC
coefficients are modified according to the watermark bits.
Various steps involved in watermark embedding are shown
inFig. 3.

Steps of embedding algorithm are as follows:

1. The host image f(i, j) of size NxN is partitioned into
two descriptions. Block based DCT is applied to both the

descriptions.  DC coefficients of all the blocks of odd
description are selected for watermark embedding.

2. DC coefficients of odd description Dy, (i, j)

(1£,i, j 5(%)) are modified as follows:
Dodd(i, )} =D0dd(i, J) +02* Dgyen (i, j)ifW(i’ J) =1
Doq (i, ) =Dggq (i, ) -oa* Deen(i i) ifW(i’ j):O

(€

I (1), Deen (s i) (1£,i,j£('\%<)) refers to DC

coefficients of even description and o;<1 is a strength
factor which can be varied to control robustness and
perceptual quality. Block based Inverse Discrete Cosine
Transform (IDCT) isapplied by considering the modified
DC coefficients.

3. Block based DCT is applied to the watermarked image
obtainedin Step 2. DC coefficients of all the blocks of the
watermarked image are modified according to the
watermark bits. This modification is based on scalar
guantization as specified in QIM.

4. IDCT isapplied to the modified DC coefficients and the
final watermarked image is obtained.

B. Watermark Extraction Process

Parameter required for watermark extraction is only step
sizeused in the quantization process. Thisisrequired for the
generation of quantization table at the receiver. Watermark
extraction processis summarized in Fig.4.

Extraction of watermark is as follows:

1. Partition the watermarked image of size NxN into odd
and even descriptions. Block based DCT isapplied to both
the descriptions.
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2. DC coefficients of odd description are compared with the
DC coefficients of even description. Watermark at stage 1
is generated as fol lows.

W(i, J)=1 if Dyyy(i, J) > Deven (i, )

W(i, ) =0 if Doy (i, J) < Deyen (i, ) @)

3. DCT isapplied to the received watermarked image.

4. A quantization table similar to the one generated at the
embedding process is generated at the receiver. The
position of DC coefficients is identified and accordingly
watermark hits are generated from the quantization table.

The error metrics used to test the proposed algorithm are
Normalized Cross correlation (NC) and peak signal to noise
ratio (PSNR). They aredefined in [7].

Benefits of embedding the watermark at two stagesin two
different ways are two fold: If faithful watermark extraction
isnot achieved at thefirst stage, there existsafair amount of
probability that it survives at the second stage. In first stage,
DC coefficients of odd description are modified for
watermark embedding. This is comparison based
embedding.

Many global attacks like histogram equalization,
sharpening, gamma correction and blurring change the pixel
intensity values. Changein DC coefficients is same for both
the descriptions and hence error free extraction is possible.
To resist local attacks like JPEG compression and resizing
operation, quantization of DC coefficients is considered in
the second stage embedding. In this way, watermark can
survive to both local and global attacks so that robustness of
the watermark system can be improved.

V. EXPERIMENTAL RESULTS

Lenaimage of size 512x512 is considered as host image.
Thisisshown in Fig.1. Thewatermark imageis of 64x64 size,
which is a binary logo as shown in Fig. 5. Watermarked
image is shown in Fig. 6. The parameters used in the work
are strength factor 0,=0.55, block size used is 8x8, and the
step size used in the quantization process is 50. MATLAB
7.0 and Checkmark 1.2 [11] are used for testing the
robustness of the proposed scheme. JPEG2000 attack is
tested using MORGAN JPEG2000 tool box [12]. For all the
attacks of Checkmark 1.2, a window size of 3x3 is taken.
Various attacks used to test the robustness of the proposed
watermark are resizing, JPEG, JPEG2000, soft thresholding,
median filtering, template removal, trimmed mean alpha,
wiener filtering, gray scale inversion, salt & pepper noise,
gaussian low pass filtering, cropping, row column copying,
gamma correction, bit plane removal, image sharpening,
histogram equalization, frequency mode laplacian removal,
image tampering, row-column blanking and rotation.
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Fig. 3. Embedding Algorithm

Image tampering is done with Microsoft Paint Brush
software and the tampered image is shown in Fig.7.
Extracted watermarks, after applying various attacks are
summarized in TABLE Il. Performance of the proposed
method is compared with [2] and is shown in TABLE I11.
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JPEG 2000
Compression
4{ Watermarked Image | (QF=50%)
\ 4
l l Soft
. . Thresholding
Odd Description Even Description (3x3)
(odd pixel intensities) (even pixel intensities)
i i Median
Filtering
Apply block based Apply block based (3x3)
DCT DCT
Template
y y Removal
Compare DC coefficients
W(, J)=1 if Dyyy(i, J) > Daen(is i)
o Trimmed
W(i, ])=0 if Doy (i, j) <Dam (i, i) Mean Alpha
Stage
Watermark extraction Wiener
Filtering
> Apply block based DCT
y Grey Scale
Stage 2 Inversion
Watermark extraction from
DC coefficients using QIM
) . . Salt &
Fig. 4. Extraction Algorithm Pepper Noise
(0.001
TABLEIl. EXTRACTED WATERMARKS density)
Attack Retrieved Retrieved :
Watermark Watermark at (fsgssan
Stage 1
& NC
Resizing
(50%)
Cropping
(30:404,30:4
04)
JPEG
Compression
(QF=80%)
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Row &
Column
copying
10-30,40-70,
100-120,40-1
60 rows
and columns
are copied
Gamma
Correction
(Gamma=0.6)
Bit plane
Removal
(LSB)
Image /
Sharpening Fig. 7. Tampered LENA
TABLE IIl. COMPARISON OF PROPOSED METHOD WITH WANG
AND PEARMAIN METHOD [2]
H|stogram Characteristic Proposed Wang
Equalization Method & Pearmain
Method [2]
No of Watermark Bits | 4096 910
embedded (64x64
Frequency logo)
mode PSNR in dB 39.37 39.21
Laplacian No of attacks reported 20 4
removal Type of embedding Oblivious Oblivious
Tampered
Lena VI. CONCLUSIONS
In this paper, anovel and oblivious watermarking scheme
based on multiple description of host image and scalar
guantization of DC coefficientsin DCT domain is proposed.
Row column Embedding of watermark is done at two stages. At the first
Blanking stage, watermark isembedded in the DC coefficients of DCT
10,30,40,70, of odd description of host image. In the second stage,
100, watermark is embedded in the DC coefficients of DCT of the
120 columns watermarked image. So even if watermark extraction at one
and rows stageis not possible at the second stage it can be extracted.
blanked. For example for gamma correction, bit plane removal, image
sharpening and histogram equalization watermark at stage 2
Rotation 30° is completely destroyed. But, it survived well at stage 1. For
JPEG Compression, resizing and rotation watermark
extraction at stage 2 is much superior to stage 1 extraction.
Compared to [2], the proposed method is superior in terms
of embedding capacity, PSNR and survival to number of

image attacks.
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