
  

 

Abstract—Privacy has already been identified as the main 

threat to long-term success of ubiquitous computing, especially 

in environments, which target at promoting ubiquitous social 

networking. Notably, these environments are founded on 

disclosure of personal information and thus, the amount of data 

disclosed is directly proportional to potential networking 

benefits. The networking advantages would be maximized by 

sharing all available personal data, however this would result in 

jeopardizing of users’ privacy and a compromise is necessary. 

Consequently, privacy management systems of ubiquitous 

computing must be capable of disclosing only personal data, 

which is relevant, however not sensitive in specific 

circumstances. In this paper we provide insight into human 

personal data sensitivity and disclosure decisions by presenting 

results of an online survey regarding respondents’ willingness 

to share their personal information under different 

circumstances. We believe that our findings provide relevant 

inputs for the design of management privacy models in 

ubiquitous computing. 

 
Index Terms—Information Disclosure, Privacy, Social 

Networking, Ubiquitous Computing.  

 

I. INTRODUCTION 

Even when ubiquitous computing was just a vision [1], 

privacy threats were already identified as the greatest barrier 

to the long-term success [2], [3]. Nowadays, the 

technological development is moving towards people-centric 

era, where humans are the main focus of sensing. In 

people-centric sensing, users are parts of mobile sensor 

networks, where mobile devices are conceptually tied to 

individuals. New mobile phones, called smartphones, are 

capable of acquiring not only environmental data, but 

obtaining users’ personal information as well, thanks to their 

sensing components such as accelerometer, Bluetooth, 

microphone, etc. Therefore, mobile devices are considered to 

be key elements in the development of ubiquitous social 

computing as they are ideally suited to provide insight into 

social behavior patterns [4]. 

Ubiquitous social computing (in the following referred to 

as socUbicomp) environments such as local social networks 

[5], [6] and other sociable opportunistic networks [7]-[11] 

target at developing possible advantageous relationships (e.g. 

friendships, partnerships, business relations) between their 
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participants during physical meetings. Specifically, these 

environments are based on exchange of personalized profiles 

not only among friends, but especially between strangers. 

Thus they lead to new opportunities to leverage interpersonal 

affinities for personal benefits between people who do not 

know each other, but probably they should [6], [7]. 

Indisputably, socUbicomp must be capable of providing a 

secure and safe exchange and dissemination of users’ 

personal information. This challenge arises due to the fact 

that the foundation of socUbicomp is based on automated 

sharing of participants’ personal data, which can provoke 

potential privacy threats. If not addressed responsibly, these 

threats could motivate users to detain their personal 

information due to mistrust in socUbicomp [12], [13]. 

In previous works, it has been already discussed that the 

central challenge of socUbicomp is shifting from hiding 

personal data to ensuring accuracy of selective disclosure of 

users’ personal information [14]. Consequently, privacy 

management systems in socUbicomp must be capable of 

following the human data sensitivity evaluations and attempt 

to act as the real user would [2], [15]-[17]. In order to 

facilitate the development of privacy management systems, 

the influential factors of human decisions must be taken into 

consideration. In [2], [6], [18], [19] the sensitivity of the 

personal information was assumed to vary depending on the 

inquirer and the situation determinants. The inquirer is 

considered to be the individual that the user is interacting 

with and the situation is defined according to the 

circumstances at that time. Lederer et al [19] determined the 

identity of the inquirer to be the most important value, 

influencing the users’ privacy choices, followed by the 

situation as parameter of secondary significance. However 

socUbicomp advances the attention to the current 

circumstances as crucial influential factor, due to its primary 

target to initialize relationships between strangers. Thus, in 

this paper we present results of a survey, which investigates 

the sensitivity of different kinds of personal information 

under different circumstances. Further, we provide insight 

into the influential factors such as location familiarity and 

current activities that impact users’ personal data disclosure 

decisions. We believe that our findings provide relevant 

contributions for understanding human data disclosure 

choices in order to facilitate further development of privacy 

management systems in ubiquitous social computing. 

 

II. SURVEY DESIGN 

In order to gain insight into users’ perceptions about 

personal data sensitivity in different circumstances, we asked 

users to indicate personal information that they would like to 
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share in different situations of their lives. The participants 

were informed that sharing of personal data is motivated by 

potential personalized networking services, provided in 

return to information disclosed. Naturally, the benefits would 

be directly proportional to the amount of information shared, 

thus the respondents were asked to compromise between 

privacy risks and expected benefits. The chosen personal 

dataset, composed of 28 different types of personal 

information, was selected in accordance to data 

categorization in popular online social network sites. The full 

dataset, chosen for this survey, is shown in Table 1. In order 

to determine possible circumstances, the most common life 

situations were grouped into five categories: 

1) Family places: these environments can be considered to 

be places where the user or her family members live, e.g. 

parents’ apartment, uncles’ apartment, etc. Thus, it was 

assumed that the user would encounter family members 

as well as family members’ acquaintances; 

2) Social environments: these environments can be 

considered to be places where the user is spending her 

leisure time, e.g. restaurants, bars, theaters in the city of 

the user. Thus, it was assumed that the user would 

encounter friends and strangers; 

3) Holiday: similarly to the social environments, holiday 

environments were social leisure places, however the 

user’s encounters and activities were occurring outside 

his home city; 

4) Work environments: these environments can be 

considered to be the employment places of the users, 

such as universities, offices, etc. Thus, users would 

mainly encounter co-workers and as well strangers, 

associated to the user’s employment activities; 

5) Work Trip: similarly to work environments, during work 

trips the user was assumed to encounter colleagues and 

strangers, associated to his employment activities, 

however these encounters and activities were occurring 

outside the regular work place. 

For example, if the participants of the survey indicated 

“Name” only under “Family places” and “Work 

environments”, they accepted to share their name among 

people (i.e. both friends and strangers) as well as service 

providers in those selected circumstances. The disclosure of 

personal data was assumed to be limited to the physical 

surroundings of the user. Further, since they did not indicate 

“Name” in the remaining three socUbicomp environments 

(i.e. “Holiday”, “Social environments” and “Work Trip”), 

they implied that sharing the name would jeopardize their 

privacy in those circumstances. Finally, the respondents also 

had the opportunity to indicate “Never”, which would 

express that “Name” is too sensitive to be disclosed in any 

environment, even having taken into consideration the 

potential benefits. 

 

III. SURVEY PARTICIPANTS 

The distribution of the questionnaire was limited to online 

social networking users, based on the expected validity of 

their answers. Particularly, even if the perceptions of data 

disclosure might vary between virtual and physical worlds, 

we determined this category to be the most relevant due to 

their advanced experience with personal data disclosure in 

online social networking sites. In total we received 121 

complete answers, which composed the sample. Following 

we present the demographic characteristics of the survey 

sample: 

 Gender: 54,5% of the respondents were males and 45,5% 

were females; 

 Age: 64,5% of the respondents were between 26 and 35 

years old, 26,5% were in the range of 19 to 26 years old, 

5,8% were between 35 and 50 years old and 1,6% were 

less than 19 years old or more than 50 years old; 

 Occupation: 69,4% of the respondents were working, 

5,8% were unemployed and the 24,8% were studying at 

the time of the survey; 

 Education: 52,9% of the respondents had a master degree, 

19% had a PhD degree, 15,7% had a bachelor degree and 

12,4% had a high school degree. 

Additionally to the demographic information, respondents 

were also asked to reflect on their own data disclosure 

decisions in online social networking sites. We asked them to 

indicate their preferences on visibility of their own personal 

data, such as user profile, pictures, posts, etc. Based on these 

answers, we were able to indicate patterns among data 

disclosure attitudes and, consequently, investigate whether 

users’ privacy preferences in online social networking sites 

would reflect to socUbicomp environments. Similarly to 

Westin [20], our participants were classified into three main 

clusters: 10,7% as privacy fundamentalists, 74,4% as privacy 

pragmatists and 14,9% as privacy unconcerned. The 

clustering was based on the following descriptions: 

 Fundamentalists were extremely concerned about sharing 

their personal data with any other online social 

networking users (friends or strangers); 

 Pragmatists also cared about the use of their personal 

information. However, they often had specific concerns 

and particular strategies for addressing them. Thus, this 

category of respondents generally preferred sharing of 

personal information only among their friends; 

 Unconcerned users were trusting online social networking 

sites and believing that the privacy of their data was not 

jeopardized. Thus, they were willing to share their 

personal data not only to people who were their friends, 

but as well with users who were complete strangers to 

them. 

 

IV. SURVEY RESULTS AND DISCUSSION 

Before investigating the influential factors of data 

disclosure in socUbicomp, we provide insight into variation 

of personal data sensitivity by investigating the most 

sensitive personal information as implied by the different 

clusters of respondents. The results are shown in Table 1, in 

which the percentage indicates the fraction of respondents in 

the user cluster who considered that the personal information 

was too sensitive to be shared under any circumstances. 

Based on these results, it is important to notice that none of 

the kinds of personal data was indicated as too sensitive to be 

shared in any circumstances by all the respondents. 
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TABLE I: SENSITIVITY OF RESPONDENTS’ PERSONAL INFORMATION IN ALL 

CIRCUMSTANCES 

Personal Information % Fund. % Prag. % Unco. 

Political views 69,2% 42,2% 33,3% 

Smoking and drinking 61,5% 38,9% 22,2% 

Working hours 53,8% 30,0% 5,6% 

Religion 46,2% 37,8% 22,2% 

Sexual orientation 46,2% 37,8% 22,2% 

Personal phone number 46,2% 25.6% 5,6% 

Home address 38,5% 31,1% 16,7% 

IM screen names (e.g. 

Facebook) 38,5% 23,3% 5,6% 

Gender 30,8% 16,7% 0% 

Living with (e.g. alone, parents) 23,1% 28,9% 5,6% 

Interested in (e.g. partner) 23,1% 20,0% 11,1% 

Work phone number 23,1% 10,0% 0,0% 

Relation status (e.g. single, etc.) 15,4% 26,7% 16,7% 

Web site 15,4% 22,2% 5,6% 

Job position 15,4% 15,5% 0% 

Work employer 15,4% 14,4% 5,6% 

Birthday 15,5% 8,9% 0% 

Favourite books, game, etc. 15,4% 8,9% 0% 

Personal email address 7,7% 16,7% 0% 

Interests 7,7% 8,9% 0% 

Career interests and skills 7,7% 5,6% 5,6% 

Food tastes 7,7% 5,6% 5,6% 

Work email address 7,7% 4,4% 5,6% 

Home city 7,7% 4,4% 0% 

Education details 0% 5,6% 0% 

Languages that I speak 0% 3.3% 0% 

Name 0% 2,2% 0% 

Nationality 0% 2,2% 0% 

Even if focusing on the fundamentalist cluster, the 

majority of the data was not preferred to remain confidential 

by more than 30% of the respondents. In regard to the 

pragmatists, it can be observed that only 6 out of 28 data 

types were preferred to remain undisclosed by more than 

30% of the survey participants. Finally, only the “political 

views” data type was considered to be too sensitive for 

sharing by more than 30% of the unconcerned respondents. 

The results presented in Table 1 lead to a conclusion that 

no data is commonly preferred to remain confidential in all 

the circumstances. Respondents present general inclination 

to prefer not to miss potential ubiquitous social networking 

benefits over privacy concerns by deciding to share their 

personal information in at least one environment. Notably, in 

socUbicomp the sensitivity of personal data continuously 

varies depending on different situations, thus we further 

research the relevant influential factors by investigating the 

impact of current users’ location familiarity and activity. 

A. Location as influential factor 

In this section we investigate whether the disclosure of 

personal data is influenced by the familiarity of users’ 

locations. Figure 1 shows the average responses of sharing 

users’ personal data in different socUbicomp environments. 

Particularly, the respondents tend to share more personal 

information in familiar locations such as “Family places” and 

“Work environments”. This inclination can be explained by 

the fact that the users spend the majority of their time in these 

places and thus they develop an unconscious trust in these 

environments. In fact, social and work environments also had 

commonly higher sharing rate in comparison to respectively 

holiday and work trip environments, even if both 

circumstances are considered to comprise similar conditions. 

These results indicate the importance of location familiarity 

factor as a determinant for selecting personal information to 

be shared in socUbicomp. 

Comparing the responses of different participant clusters, 

we can notice that all the clusters are willing to share more 

than 60% of their personal information in family places. This 

inclination drastically decreases directly proportionally to the 

unfamiliarity with the environments. However, the decline of 

data shared is more significant among fundamentalists in 

comparison to the other clusters. 

B. Activities as influential factor 

In this section we investigate whether the disclosure of 

personal information is also influenced by the current users’ 

activities. In this analysis, we focus on two different subsets 

related to social and work activities and their associated 

environments. Firstly, we show respective responses of the 

fundamentalists. The results in Figure 2 show a significantly 

different sharing ratio between the two analyze environments. 

In Figure 2-B, the data related to work activities is shown. 

Specifically, this set of personal data reached common 

sharing acceptance in “Work environments”, while it attained 

mainly denial sharing rates in “Social environments”. On the 

contrary, responses regarding personal information, related 

to social activities, are presented in Figure 2-A. It can be 

noticed that the fundamentalists are generally less open to 

sharing personal data in social environments. However, the 

influence of activity factor, even if minimized, can be still 

observed. In fact, fundamentalists recognized the impact of 

particular data types related to social activities by presenting 

higher sharing tendency in social environments than in work 

environments.  
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Fig. 1. Average data sharing in different ubiquitous social computing environments 
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Fig. 2. Extent of data sharing among fundamentalists 

30,7

15,4
7,7

92,3

76,9

92,3

84,6

69,2

46,1

38,5 38,5

69,2

15,4 15,4

7,7

15,4

0
7,7

0

10

20

30

40

50

60

70

80

90

100

Interests Book,

games...

Food

tastes

Work

email

Employer Career

skills

Job

position

Work

phone

Working

hours

%
 o

f 
d

a
ta

 s
h

a
re

d

Work Environments Social Environments

A - Data related to social activities B - Data related to work activities
 

Fig. 3. Extent of data sharing among pragmatists 
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Fig. 4. Extent of data sharing among unconcerned respondents 

Fig. 3 shows results regarding the pragmatists privacy 

cluster. In comparison to the responses of the fundamentalists, 

the pragmatists are generally willing to share more personal 

information - slightly more data related to work activities in 

work environments and significantly more data related to 

social activities in the social environments. These choices 

present strategies that guide the data disclosure of 

pragmatists, based on the evaluation of the current activity as 

a crucial determinant. 

Finally, Figure 4 presents survey results of the 

unconcerned respondents. Notably, the amount the amount of 

personal data shared is the highest in regard to both activities 

in comparison to the other clusters of respondents. Moreover, 

the unconcerned cluster was not presenting the same extent 

of data disclosure based on the activity determinant as 

influential factor. Particularly, while sharing of personal data 

related to work activities still present relevant variation 

between the two activities (Figure 4-B), the relevance of the 

activity determinant is reduced or even not taken into account 

any more in disclosure of personal data related to social 

activities (Figure 4-A). In fact, personal data related to social 

activities reached high sharing ratio not only in social 

environments but as well in work environments.  

 

V. CONCLUSIONS 

In this paper we investigated users’ perceptions of data 

sensitivity and influential factors that impact users’ personal 

information disclosure decisions, by conducting a survey 

based on the respondents’ willingness to share their personal 

information in exchange for networking benefits in different 

socUbicomp environments. The survey results did not 

indicate any personal data that would be commonly defined 

as too sensitive to be shared in any circumstances. 

Furthermore, the location familiarity factor was commonly 

approved by all the respondents who presented tendency to 

be more open to share their personal information in more 

familiar locations. The investigation of the activity factor, 

instead, presented different behaviors in disclosure of 

personal information among the three privacy clusters. While 

fundamentalists and pragmatists had different behaviors 

upon different activities, the privacy unconcerned cluster 

were less influenced by evaluation of the current activity as a 

crucial determinant, especially in regard to data related to 

social activities. These results strongly encourage further 

research on privacy of socUbicomp, focusing not only on the 

inquirer, but also on familiarity of the users’ location and 

current activities as crucial parameters for selecting personal 

data to be disclosed. Finally, we also noticed relation 

between users’ personal privacy preferences in online social 

networks and in socUbicomp. Consequently, knowing online 

social networking privacy preferences and crossmatching 

them with relevant influential factors such as familiarity of 

user location and current activity would provide relevant 

input for the design of privacy management systems. Thus 

we would also recommend further investigation into 

application of online social networking users’ privacy 

preferences in socUbicomp.  
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