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Security
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Abstract—In this paper, we propose a stream cipher;
non-linear snow 2.0 by embedding non-linear function in
dynamic feedback based modified snow 2.0 along with analysis
of Guess and Determine (GD) Attack. The proposed non linear
snow 2.0 uses two linear feedback shift registers (LFSR) in
addition to the non-linear function to make the static nature of
modified snow 2.0 dynamic. In non linear snow 2.0, the feed
back change accepts values at dynamic tap positions rather
than static so its structure is considered as dynamic and non
linear. Experimental results show that proposed non-linear
snow 2.0 has more resistance against guess and determine
attack as compare to dynamic feedback based modified snow
2.0 without non-linear function and static feedback based
modified snow 2.0. We conclude that for the encryption of
plaintext non-linear snow 2.0 is more secure against guess and
determine attack.

Index Terms—Dynamic feedback, guess and determine
attack, linear feed back shift register (LFSR), modified SNOW
2.0, non-linear function, non-linear snow 2.0.

I. INTRODUCTION

The Initial version of snow appeared in 2000 but number
of weaknesses were identified due to which it could not pass
the NESSIE test [3,6]. Modified versions of snow were
presented by researchers to overcome these weaknesses. [1]
Snow is a word oriented stream cipher based on linear
feedback shift register with static nature. The use of static
values may leave the peepholes for cryptanalysts therefore
use of dynamic values may fill these peepholes and increase
the security. [4,9] The versions of snow presented in
literature are static in nature with regular clocking which
results in low security [4,9].

The research presented in this paper converts static
feedback based modified snow 2.0 into dynamic feedback
based modified snow 2.0 by using two LFSRs. Also the
linear behavior of static feedback based modified snow 2.0 is
converted to nonlinear behavior by introducing non linear
function based on irregular clocking. This dynamic feedback
mechanism for LFSR and nonlinear behavior is an effective
method to improve the security of snow 2.0 and results in
increased complexity for attacker to guess the input. The
proposed non linear snow 2.0 is evaluated againstguess and
determines attack and experimental analysis shows increased
security and performance.
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The organization of paper is as follows:

Section II depicts the analysis of modified SNOW 2.0.
Section III gives description of dynamic feedback. In section
IV analysis of guess and determine attack is presented.
Section V provides experimental analysis. Section VI
discusses results. Section VII gives conclusion and at the end
section VII gives the future work

II. RELATED WORK

Ahmadi et al [1] proposed a Modified Version of snow 2.0
in which a stream of pseudorandom digits in a synchronous
stream cipher is independent of the plaintext and cipher text
messages, and then combined with the plaintext for
encryption or with the cipher text for decryption. A class of
stream ciphers whose cryptographic operations are applied
on sets of w-bit strings called word, over Galois Field (GF) is
called word-oriented stream ciphers. Some of these ciphers
are based on a linear part that is an LFSR and a non-linear
part also called NLF. SNOW 1.0 and SNOW 2.0 are two
word-oriented LFSR-based synchronous stream ciphers
developed by Thomas Johansson and Patrik Ekdahl. [2]
Safdar. et al [8] implemented alternating step generator and
shrinking generator and found that shrinking generator is
secure at length of 64 and alternating step generator is secure
at the length of 128 so shrinking generator is more efficient
and secure than alternating step generator. This research
attempt to provide solution to correlation attack by gradually
increasing the lengths of initial input bits of linear feedback
shift registers which result in increase of key length. Naz et al.
[4,9] analyze the effect of guess and determine attack on
snow 2.0 and modified version of snow 2.0 and verify that if
the plaintext that has to be encrypted is of small amount,
modified Version of SNOW 2.0 should be used and if large
data set has to be encrypted original snow 2.0 should be
recommended. Saira et al. [5,10] analyze guess and
determine attack against static and dynamic structure of snow
2.0 and compare its effect on dynamic feedback based
modified snow 2.0 and static feedback based modified snow
2.0. As a result of the experimental work and analysis, it is
concluded that, for the encryption of plaintext dynamic
feedback based modified Version of snow 2.0 should be used.
Dynamic feedback based modified snow is more secure and
reliable for a secure communication as compare to static
feedback based modified snow 2.0.

III. PROPOSED FRAMEWORK

The main idea behind the proposed model shown in fig 1 is
embedding of dynamic structure in modified snow 2.0
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presented in [5,10]. A dynamic feedback control for linear
feedback shift register is effective method to improve
security of stream ciphers. The dynamic feedback control
mechanism improves the security of a stream cipher because
it changes a deterministic linear recurrence of some registers
into probabilistic recurrence. This property efficiently
protects against numerous attacks. An attacker has to obtain a
linear recurrence of the key stream derived from the linear
recurrence of some registers. By irregular modification, the
linear recurrence exists with a low probability. An attacker
has to guess some inputs to the non-linear function for some
attacks; however irregular modification makes it impossible.
The attacker has to guess the inputs to the dynamic feedback
controller first. Thus, irregular modification of the feedback
function improves the security of the stream cipher.

R d
64bitKey Stream

Fig. 1.Proposed model of non linear snow 2.0

The proposed model consists of two linear feedback shift
registers (LFSRs), LFSR-A and LFSR-B, a non-linear
function with two internal registers M1 and M2, and a
dynamic feedback controller. The size of each register is 32
bits. LFSR-A has five tap positions, and LFSR-B has 11 tap
positions, also greatest common divisor (GCD) of 5 and 11 is
1 which increases security of stream cipher.

A. Non-linear function of proposed non linear snow 2.0

The non-linear function shown in fig 1 is elaborated in fig

(2].
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Fig. 2.Model of non-linear function [7]

The non-linear function of proposed model fed the values
of two tap positions of LFSR-A and four tap positions of
LFSR-B and that of internal memories R1, R2, L1, L2, and
outputs 64 bits of key-stream for every cycle.
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IV. PROPOSED TECHNIQUE

The graphical model of the Non-linear snow 2.0 is shown
in fig 3. Dynamic number generator generates dynamic
numbers which are fed to the shift registers. The values from
the shift registers are then given to the clock-controller and
the values of shift registers are updated by updation function.
These updated values are fed to the non-linear function which
generates 64-bit key stream.

=

Dynamic No Generator >

Shift Registers

Clock Controller & Updattion L

Non_linear Function

Generate
Keystreams

A 4

64-bit Key Stream

Fig. 3.Graphical model of non linear snow 2.0

The algorithms used in fig 3 are elaborated as follows :
Algorithm: Dynamic no. generator

Input: Time

Output: srand

Read time.

srand= srand(time(NULL))

srand= return(rand()%16+1

output srand.

Algorithm: Shift registers

Input: Initial vector values

Output: Keystream

Read Initial values.
Ptemp=snow_rl+*(snow_ptr+15)

Ptemp 1=ptemp<<7
Snow_outfrom_fsm=ptemp1”~snow_r2

Output keystream

Algorithm Clocking

Input: Output generated from fsm

Output: nothing

Read snow_outfrom_fsm.

Update internals.

Output nothing

Algorithm: Non-linear-function

Input: Dynamic numbers

Output: 64-bit keystream

Read dynamic numbers.

Add internal memories to the dynamic numbers
Xor resultant values with the dynamic numbers
Generates 64-bit keystream.
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V. EXPERIMENTAL RESULTS

Guess and determine attack is applied on proposed
Non-linear snow 2.0 and previous versions like static
feedback based modified snow 2.0 and dynamic feedback
based modified snow 2.0. Guess and determine attack work
in such a way that the guess has been made on secret key and
initialization values, which are used to initialize the LFSR
and FSM’s registers. By using these guesses, attacking key
streams is generated and these key streams will be compared
with the key streams generated by non-linear snow 2.0,
dynamic feedback based modified snow 2.0 and static
feedback based modified snow 2.0. The complete attack
analysis includes two phases. For comparison of key stream,
comparison algorithm is used which compare all the key
stream of modified snow 2.0 with attacking key stream.
Comparison algorithm work in such a way that index
compare the key stream of original with attacking key stream,
if similar represent it by one otherwise zero will be stored in
table.

A. Evaluation of Phase |

TABLE I: EVALUATION OF PHASE [

Experi | Non-linear Dynamic Static feedback

ments | snow 2.0 feedback based modified
based snow 2.0
modified snow
2.0

Similarities Similarities Similarities

1 381 397 406

2 345 400 410

3 409 439 456

4 357 434 466

5 380 409 471

6 364 392 495

7 407 420 452

8 390 376 415

9 396 456 442

10 363 456 404

Total 3792 4179 4417

In Phase I, 30 experiments are performed. Each

experiment has 10 attacks, thus 30 experiments have 300
attacks. One attack generates 50 key streams hence 30 attacks
will generate 15000 key streams. The experimental results
show that, we cater 3792 similarities in non-linear snow 2.0,
4179 similarities in dynamic feedback based modified snow
2.0 without non-linear function and 4417 similarities in static
feedback based modified snow 2.0. These results shows that
static feedback based modified snow 2.0 and dynamic
feedback based modified snow 2.0 has been more affected by
guess and determine attack as compare to non-linear snow
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2.0. The average percentage of attack on non-linear snow 2.0,
dynamic feedback based modified snow 2.0 and static
feedback based modified snow 2.0 is 4.74, 5.223 and 5.515
respectively. It is obvious that non-linear snow 2.0 has low
average percentage which means non-linear snow 2.0 has
more resistance against Guess and Determine attack. Results
of experiments are shown in table 1.

Fig 4 shows graphical representation of the result
presented in table 1.

Fig. 4.Graphical representation of phase I

The results presented in table 2 and fig 5 shows the average
percentage of attacks in phase 1.

TABLE II: TABULAR REPRESENTATION FOR AVERAGE PERCENTAGE OF
ATTACKS IN PHASE [

Experi Non-line | Dynamic Static feedback
ments ar snow feedback based modified
2.0 based snow 2.0
modified
snow 2.0
%age Y%age %age
1 4.7625 4.9625 5.07
5 4.3125 5 512
3 31125 5.48 5.7
4 4.4625 5.425 5.8
5 475 5.1125 5.88
6 4.55 4.9 6.18
7 30875 5.25 5.65
8 4.875 4.7 5.18
9 4.95 5.7 5.52
10 4.5375 5.7 5.05
Total 4.74 5.223 5.515

The results presented in table 2 and fig 5 shows that

e Average Percentage of Attack on non-linear snow
2.0=4.74
Average Percentage of Attack on dynamic feedback
based Modified SNOW 2.0=5.22
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e Average Percentage of Attack on static feed back
based Modified SNOW 2.0 =5.515
Hence the above results conclude that non-linear snow 2.0
has more resistance as compare to dynamic feedback based
modified snow 2.0 and static feedback based modified snow
2.0.

No. of Stnmlarities 5.515
567 5223
54 -
52 1

4.8 4
46 1
4.4 A

4.2 T T f

Static feedback
based modified
snow 2.0

Dynamicfeedback Dynamic feedback
based modified based modified

snow 2.0 using non- snow 2.0
linear function

Fig. 5.Graphical representation for average percentage of attacks in phase I

B. Evaluation of Phase II

TABLE III: EVALUATION OF PHASE 11

Experim Non-linear Dynamic Static
ents snow 2.0 feedback feedback
based based
modified snow | modified snow
2.0 2.0
Similarities Similarities Similarities

1 840 863 851
2 816 854 825
3 728 803 830
4 827 874 938
5 822 867 907
6 810 859 943
7 830 864 903
8 798 874 901
9 736 789 934
10 806 865 934

Total 8013 8512 8966

In Phase II, 30 experiments are performed. The only
difference is that numbers of key streams are increased in this
phase. Each experiment has 1 attack, thus 30 experiments
have 30 attacks. 10 attacks are applied on 10 experiments of
non-linear snow 2.0, also 10 attacks are applied on 10
experiments of dynamic feedback based modified snow 2.0
and 10 experiments of static feedback based modified snow
2.0. One attack generates 50 key streams hence 30 attacks
will generate 1500 key streams. The experimental results
show that, by 10 attacks on experiments of non-linear snow
2.0 we cater 8013 similarities, 10 experiments of dynamic
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feedback based modified snow 2.0 we cater 8512 similarities
in dynamic feedback based modified snow 2.0 and also by
applying 10 attacks on 10 experiments of static feedback
based modified snow 2.0 we cater 8966 similarities in static
feedback based Modified snow 2.0. These results shows that
if we increase the number of key streams dynamic feedback
based modified snow 2.0 without non-linear function and
static feedback based modified snow 2.0 is more affected by
guess and determine attack as compared to non-linear snow
2.0. Results of experiments are shown in table 3.

Fig 6 shows graphical representation of the result
presented in table 1.

Fig. 6.Graphical representation of phase 11

The results presented in table 4 and fig 7 shows the average
percentage of attacks in phase 11.

TABLE IV : TABULAR REPRESENTATION FOR AVERAGE PERCENTAGE OF

ATTACKS IN PHASE 11

Experi Non-linear Dynamic Static feedback

ments snow 2.0 feedback based modified
based snow 2.0
modified
snow 2.0

Y%age %age %age

1 325 5.393 5318

2 31 5.337 5.156

3 3.0375 5.018 5.187

4 3168 5.462 5.862

5 31375 5418 5.668

6 3.0625 5.368 5.893

7 31785 54 5.643

8 33175 5.462 5.631

9 500625 4.931 5.837

10 3275 5.406 5.837

Total 3153275 5.3195 5.6032

The results presented in table 4 and fig 7 shows that
e Average Percentage of Attack on dynamic feedback
based Modified SNOW 2.0 using non-linear
function=5.153275
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e Average Percentage of Attack on dynamic feedback
based Modified SNOW 2.0 =5.3195
e Average Percentage of Attack on static feedback

based Modified SNOW 2.0 =5.6032
Hence the result conclude that non-linear snow 2.0 has
more resistance as compare to dynamic feedback based
modified snow 2.0 and static feedback based modified snow
2.0.

No. of Similarities
5.6032

57
5.6
5.5
5.4
5.3
5.2
5.1

5.3195

5.153275

49 T T
Dynamicfeedback Dynamicfeedback
based modified based modified
snow 2.0 using non- snow 2.0
linear function

Static feedback
based modified
snow 2.0

Fig. 7.Graphical representation for average percentage of attacks in phase I1

VI. CONCLUSION

In this research, guess and determine attack is applied on
proposed non-linear snow 2.0, dynamic feedback based
modified version of snow 2.0 without non-linear function
and static feedback based modified version of snow 2.0. The
guess and determine attack attack consist of two phases;
Phase I and phase II and experimental results shows that
non-linear snow 2.0 has more resistance against guess and
determine attack, and Phase II conclude that for large number
of key streams, Non-linear snow 2.0 becomes more secure.
As a result of the experimental work and analysis, it is
concluded that for the encryption of plaintext non-linear
snow 2.0 is more secure and reliable for a secure
communication as compare to dynamic feedback based
modified snow 2.0 without using non-linear function and
static feedback based modified snow 2.0. In future we want
to convert static feedback based modified snow 2.0 into
dynamic feedback based modified snow 2.0 by using
non-linear function with one LFSR. Also memory usage and
efficiency of the proposed non-linear snow 2.0 can be
measured and may also be evaluated for other common
attacks
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