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Abstract—Wireless ad hoc networks have become an
important area of research in wire-less communications systems.
Unlike some existing networking technologies such as Internet
Protocol (IP) networks or cellular systems, wireless ad hoc
networks have the advantage that deployment of networks does
not require preexisting infrastructures. Ad hoc networks have
neither fixed topology nor centralized servers; it is assumed that,
once deployed, the network nodes would self-configure to
provide connectivity and form a communications network.
Communications are vital for effective management and
execution of disaster response and recovery efforts emergency
response personnel must be able to exchange information with
each other from anywhere, at any time, to successfully fulfill
their missions. The National Communications System (NCS) has
initiated an effort to improve communication capabilities by first
identifying the full range of communication requirements within
the disaster area. The NCS has interviewed disaster response
managers with experience in the most recent occurrences, to
learn specific communication and information system
requirements are most critical. A Disaster Area Architecture
was designed to meet these requirements. The so-called
emergency communications at the time of catastrophic disaster
etc. is considered to use ad hoc network effectively. Therefore, it
is important to configure emergency communications networks
that offer required sufficient QOS in disaster conditions using
ad hoc networks. We arrange information and communication
required after a disaster from the viewpoint of time elapsed
since the disaster. We propose a possible practical
communication model for developing ad hoc network
configuration technologies.

Index Terms—Disaster Area Architecture (DAA),
Emergency Communication (EC), Mobile ADHOC Network
(MANET), Practical Communication Model (PCM)

. INTRODUCTION

A general mobile network consists of wireless access
networks and interconnecting backbone networks. The mobile
terminals are connected to the base stations (access points) by
wireless access networks, and the base stations are connected
to the wired backbone networks. There are drawbacks to these

systems when large-scale disasters, such as earthquakes, occur:

if the base stations or other elements of the infrastructure
comprising these networks are damaged by disasters,
communications may be impossible.[2]
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Even if the infrastructure is not damaged, spikes in traffic
and congestion may render communication virtually
impossible.

It is essential to restore communication networks in
large-scale disasters by repairing the infrastructure as quickly
as possible and taking appropriate measures to control
congestion. Communication and sharing of information in
emergencies are also possible via ad hoc networks, which take
full advantage of the features of wireless communication[14]
including rapid and temporary setup and outstanding terminal
portability and mobility. Ad hoc networks can enable
communication among temporarily assembled user terminals
without relying on the conventional communication
infrastructure.

Therefore, it is important to configure a communication
network that offers sufficient QoS after a catastrophic disaster
using an ad hoc network to help protect people. In this paper,
we categorized the information and communication required
after a disaster from the viewpoint of time elapsed since the
onset of the disaster.[7] We propose a practical and suitable
communication model for developing ad hoc network
configuration technologies required in order to realize such
communications.

We evaluated the performance of ad hoc networks by
simulating two practical scenarios using this model. The
purpose of the Disaster Area Architecture (DAA) effort is to
improve information exchange and facilitate coordination
among: Emergency Support Function (ESF) managers; FEMA
national and regional offices and the Disaster Field Office
(DFO); State/local entities; and private industry. This is
accomplished through the integration of existing information
systems, implementation of new, efficient technologies, and
interconnection of established networks. This architecture
improves information access and exchange between Federal,
State and local agencies thereby enhancing their disaster
recovery and response efforts.

Il. INFORMATION AND COMMUNICATION REQUIRED AT THE

TiME OF DISASTER

There are two types of catastrophic disasters; natural
phenomena, such as an earthquakes, tsunamis, and floods, and
artificial phenomena such as war and terrorism. Here, we
mainly focus on sudden natural disasters, such as an
earthquake.[5] Different response measures and information
are appropriate depending on the amount of time elapsed since
the onset of the disaster. The purposes, sources and
destinations, and content of communications and of
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dissemination of the information when a disaster occurs are
classified for each place where transmission and reception are
needed are shown in Table 2.

The ad hoc (non infrastructure) network is actively used in
the communications listed in the cells framed by black lines is
used cooperatively with the existing network's infrastructure
in the communications listed in the cells framed by gray lines.
The network infrastructure is wused mainly in the
communications listed in the cells framed by white lines. It is
necessary to set up more practical and suitable communication
models for each of these required communications and to
develop the ad hoc network configuration technologies to
develop communications based on these models
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Exhibit 1 - ESP Responsibilities under the
Federal Response Plan

In accordance with the FRP, disaster response and recovery
is divided into 12 functional areas, or ESFs: 10 primary ESFs
and 2 support ESFs. ESF2, Communications, is responsible
for providing communication capabilities to the other ESFs.

DISASTER AREA ARCHITECTURE

The ESFs are the primary mechanism to provide Federal
response assistance to State and local response and recovery
activities during a Federally declared disaster. Federal
disasters are declared by the President, through the invocation
of the Stafford Actl, based on a State request.[18] Exhibit 1
shows ESF organizations and their primary responsibilities.
Prior to the formal activation of the ESFs, the lead officer for
the disaster response and recovery effort, the Federal
Coordinating Officer (FCO), along with the ESF managers,
leads the Emergency Response Team (ERT).

The ERT staffs the DFO to provide administrative, logistic,
and operational support to field response activities. The DFO
is the primary facility in each affected state for the
coordination of response and recovery operations and is
typically located on the fringe of the disaster area. The DFO is
established as soon as possible, but often takes from three to
seven days to become fully operational. Once operational, the
DFO assumes operational control of the support effort from
the FEMA Regional Operations Center (ROC).

The DFO becomes the hub for all Federal relief activities in
the disaster area. DFO staff can vary in size, from 100 to 3000,
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depending on the scale of the response, the number of DFOs
established, and the DFO function. ESFs that conduct
emergency operations similar to their normal day-to-day
functions typically do not center operations out of the
DFO.[18] Instead they use regional locations to conduct
operations.

Communication requirements among regional locations and
the DFO, at a minimum, consist of receiving and responding to
assignments, providing status, and ensuring DFO ESFs access
to all disaster response information. This places considerable
importance in reliable and assured communications among
regional elements that may be affected by regional congestion
and infrastructure damage. ESFs that base operations out of
the DFO have significant communication needs that require
ESF2 to provide or increase existing capabilities to meet those
requirements. The majority of communication requirements
are intra-ESF; however, communications must be maintained
among ESFs that respond to field situations and between the
ESFs and FEMA.

‘White House
Situation Room

National
Coordinating Center

2 ESF National
Organizations

Exhibit 2 - Architecture Concept
Emergency users described real-time voice capabilities as

vital to operations for rapid assessment and decision making.
In addition, data communication capabilities are required to
support the operational analyses of disaster response. Data
services, as they become available, are increasingly important
for disaster recovery and response. Examples include the
transmission of personal medical files for the injured, or
geographic information system (GIS) information on the local
environment, and other data base information.[6] An
architecture that addresses these needs is necessary to
facilitate or enable information exchange in the disaster area.
Exhibit 2 shows the architecture concept for national and
disaster area communications.

The national level architecture is fixed in nature, allowing
headquarters organizations and national centers to be linked
via high-speed circuits on a permanent basis. Initiatives to
share information among these organizational entities are
ongoing - as organizations learn what is available and develop

agreements and partnerships to share (and protect)
information.
The ertical architecture represents the agency

infrastructure used to support regional offices or deployed
personnel in the field. These can be supported by both fixed
and mobile assets. For example, the National Disaster
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Medical System (NDMS) is a vertically integrated
communications capability developed specifically to support
ESF 8 - Health and Medical Services. It comprises national
and regional office networks as well as “fly-away” kits with
suites of communications equipment (cellular telephones,
laptops, pagers, etc). The disaster area architecture seeks to
provide communications capabilities and interoperability
among all the ESFs in the disaster area, state/local government,
and accede grew to national level resources. At the hub of
activity in the disaster area is the DFO,[17] which provides
much of the communications and coordination among
agencies.

IV. SHORTFALLS & ENHANCEMENTS

Voice is the single most important means of
communications for emergency response personnel. It
supports real-time coordination in emergencies. However,
inadequate directory services and network congestion limit the
effectiveness of voice in the disaster area. A stable set of
emergency response phone numbers and an immediate,
automated telephone directory for an affected region can
provide more streamlined response. Advanced Intelligent
Network (AIN) features also show promise in rediverting and
directing calls to their appropriate destinations. An inability to
place or complete a call on the network due to network
overload and congestion has plagued emergency response.

Wire line carriers will often block traffic coming into a
region to allow better call completion for those calling out of
the affected area. (GETS) offer users at any telephone to dial a
special telephone number and personal identification number
(PIN) and circumvent carrier network management and
controls. Cellular networks in an affected region have
experienced an increase in offered traffic between 300 to 1000
percent.
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Exhibit 3 -Communications Shortfalls

New programs such as Cellular Priority Access Service
(CPAS) promise to recognize and provide priority treatment to
cellular NS/EP users to bypass local congestion. Electronic
messaging is also a key element of disaster area
communications [6]. However, it is hampered by inconsistent
implementation, interoperability limitations, and access to
ESF agency networks. Different software standards among
ESF organizations, differences in accessibility among agency
networks, and availability and use of the Internet are among

33

the challenges facing successful e-mail implementation.

Prescribing a standard e-mail software solves many of the
problems with e-mail among ESF organizations at the DFO.
However, this requires users to use software that may be
different than their home office. In addition, it may be
incompatible with their home office. As government-wide
e-mail programs emerge and X.400 standards are adopted,[14]
these problems should be minimized. Unless agency networks
allow a dial-up capability, accessing agency networks from the
DFO can also be difficult. The Internet has been used to bridge
these gaps, but can often be congested (or even physically
damaged) as a result of the disaster. In addition, the Internet is
not engineered to support low-delay, guaranteed delivery of
messages. In one instance, it took over 6 hours for an e-mail to
reach its destination - not very promising in an environment
which requires immediate response. Access to agency
networks via dedicated lines or through the FEMA network
(which in turn can be linked to agency networks) should
provide the required connectivity. Information sharing is one
of the primary purposes of the DFO [18]. To date, much of the
information sharing is accomplished through personal
interaction, through paper, or not at all.

Electronic information sharing is often not available or
difficult, due to lack of computers, insufficient Local Area
Network (LAN) ports, unknown addresses, or incompatible
software. More computers, more LAN ports, consistent
addressing (or directories) and interoperable software can
mitigate many of these problems. In addition, shared services
and bulletin boards offer a means to post or retrieve common
information or ask questions to all or selected response
personnel.

One of the essential activities in emergency response is
rapid and effective service provisioning. Ensuring NS/EP
users have the right equipment, network access, and
information resources in the disaster area is essential. Today,
many of the ESFs provide for themselves or rely on FEMA and
GSA deployed equipment for computing and communications.
This is often not coordinated until users reach the DFO. This
often results in insufficient computing and telephone
resources (for those coming without equipment), inadequate
LAN or telephone ports (for those coming with equipment),
and limited access to remote network resources, other than
those available through dial-up and the FEMA LAN/WAN.
Much of the provisioning is accomplished real-time,
leveraging extensive government and industry relationships
that have been developed over time. In addition, the
Telecommunications  Service Priority (TSP) program
authorizes the priority provisioning and restoration of NS/EP
telecommunications services [7].

Much of the service provisioning can be planned in advance.
An automated capability could capture and learn from similar
disasters in a particular region. It could match needed
resources against ESF equipment that maybe stored locally or
included in fly-away kits. In this manner, the appropriate LAN
and PBX ports could be set-up in advance [3]. Unmet
requirements could be linked to automatically look-up
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contacts (government and industry) to order the equipment or
service. Finally, radio communications is one of the most
valuable services deployed. However, the more complex the
response, the more coordination is necessary. Radio users
must avoid interference on common channels and be able to
quickly locate users on specified channels, particularly those
native to the disaster area. Frequency management, a means to
organize, assign, and locate frequencies, is essential to
organized disaster response.

The Forest Service, at the request of FEMA, is working to
develop a system that will automate and coordinate the use of
radio frequencies in the field. The disaster area architecture
was developed to help crystallize and capture information
requirements for ESF managers in the field. The benefits of
the study include building an understanding of the common
problems faced by various ESFs, sharing solutions and best
practices to specific problems, and defining improvements
that can help ESFs to successfully

V. CONCLUSION

We have investigated post-disaster communication from the
viewpoint of time elapsed and classified communication based
on purpose, sources and destinations, and contents of
communications for each transmitter and receive.

ACKNOWLEDGMENT

We express our appreciation to Prof. Manoj Kumar Pandey,
Dean SRM University NCR Campus Modinagar (Ghaziabad)
for valuable advice and discussion.

REFERENCES

P. Fan, J. Haran, J. Dillenburg and C. Nelson, "Traffic Model for
Clustering Algorithms in Vehicular Ad- hoc Networks", Proc. of IEEE
Consumer Communications and Networking Conference (CCNC), Jan.
2006, pp. 168-172.

R.Mangharam, D. Weller, D. Stancil and R. Rajkumar, "GrooveSim: A
Topography-Accurate Simulator for Geographic Routing in Vehicular
Networks", Proc. of the 2" ACM International Workshop on Vehicular
Ad Hoc Networks, Sep. 2005, pp. 59-68.

D. Choffnes and F. Bustamante, "An Integrand Mobility and Traffic
Model for Vehicular Wireless Networks", Proc. Of the 2nd ACM
International Workshop on Vehicular Ad Hoc Networks, Sep. 2005, pp.
69-78.

ARIB IMT-2000 Study Committee, "Evaluation Methodology for
IMT-2000 Radio Transmission Technologies (Version 1.1)", Sep. 1998,
pp. 35 - 37.

C. Perkins, E. B. Royer and S. Das, "Ad Hoc On Demand Distance
Vector (AODV) Routing”, IETF RFC 3561, Jul. 2003.

The Robert T. Stafford Disaster Relief and Emergency Assistance Act
(Public Law 93-288, as amended) provides the authority to the Federal
government to respond to natural disasters and other incidents in order to
provide assistance to the State to save lives, and protect public health,
safety and property.

E. Ayanoglu, C.-L. I, R. D. Gitlin,and J. E. Mazo. Diversity coding for
transparent self- healing and fault-tolerant communication networks.
IEEE Transactions on Communications, 41(11):1677— 1686,November
1993.

M. Castro and B. Liskov. Practical Byzantine fault tolerance. In
Proceedings of the 3rd USENIXSymposium on Operating System Design
and Implementation (OSDI’99), pages 173-186, New Orleans,LA USA,
February 22-25, 1999. USENIX Association, IEEE TCOS, and ACM
SIGOPS.

Y. Desmedt. Threshold cryptography. European Transactions on
Tele-communications, 5(4):449— 457, July—August 1994.

Y. Desmedt and Y. Frankel. Thre-shold cryptosystems. In G. Brassard,
editor, Advances in Cryptology—Crypto’89, the 9th Annual International

(1]

[2]

[3]

[4]

[5]
(6]

(71

(8]

[9]

[10]

34

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

Cryptology Conf-erence, SantaBarbara, CA USA, August 20-24,1989,
Proceedings, volume 435 of Lecture Notes in Computer Science, pages
307-315. Springer, 1990.

Y.Desmedt and S. Jajodia. Redistributing secret shares to new access
structures and its applications. Technical Report ISSE TR-97-01, George
Mason University, July 1997.

A. Ephremides, J. E. Wieselthier, and D. J. Baker. A design concept for
reliable mobile radio networkswith frequency hopping signaling.
Proceedings of the IEEE, 75(1):56-73, January 1987.

P. Feldman. A practical scheme for non-interactive verifiable secret
sharing. In Proceedings of the 28thAnnual Symposium on the
Foundations of Computer Science, pages 427-437. IEEE, October
12-14,1987.

M. J. Fischer, N. A. Lynch, and M. S. Peterson. Impossibility of
distributed consensus with one faulty processor. Journal of the ACM,
32(2):374-382, April 1985.

Y. Frankel, P. Gemmel, P. MacKenzie, and M. Yung. Optimal resilience
proactive public-key cryptosystems.In Proceedings of the 38th
Symposium on Foundations of Computer Science, pages 384-393,Miami
Beach, FL USA, October 20-22, 1997. IEEE.

Y. Frankel, P. Gemmell, P. MacKenzie, and M. Yung. Proactive RSA. In
B. S. Kaliski Jr., editor,Advances in Cryptology—Crypto’97, the 17th
Annual International Cryptology Conference, Santa Barbara,CA USA,
August 17-21, 1997, Proceedings, volume 1294 of Lecture Notes in
Computer Science,pages 440-454. Springer, 1997.

Koichi GYODA Nam Hoang NGUYEN Kazunori OKADA and Osamu
TAKIZAWA National Institute of Information Technology Analysis of
Ad Hoc Network Performance in Emergency Communication Models
4-2-1 Nukui-kita-machi, Koganei-city, Tokyo, 184-8795 Japan

Gene Phillip Office of the Manager, National Communications System
and RonHodge Booz.Allen & Hamilton Inc. In DISASTER AREA
ARCHITECTURE Telecommunications Support to Disaster Response
and Recovery

(Basic Book/Monograph Online Sources) J. K. Author. (year, month,
day). Title (edition) [Type of medium]. VVolume(issue).  Available:
http:/Amww. (URL)

J. Jones. (1991, May 10). Networks (2nd ed.) [Online]. Available:
http://www.atm.com

(Journal Online Sources style) K. Author. (year, month). Title. Journal
[Type of medium]. Volume(issue), paging if given. Available:
http://imww. (URL)

R. J. Vidmar. (1992, August). On the use of atmospheric plasmas as
electromagnetic reflectors. IEEE Trans. Plasma Sci. [Online]. 21(3). pp.
876—880. Auvailable:
http://mwww.halcyon.com/pub/journals/21ps03-vidmar



